.Y
a

ARINUFIUNIT I UszUUL RN UNIX (Linux)

a9

ANFaLNeINY File System
Path
A A . = . X ' a A
Path ABN®EUAY File 1178 Directory Tuszuy Unix wiiaflu 2 ailame
Absolute Path #1989910 / (38091 root directory {11 Directory FN#128935UL File)
FBENIN13 /etc/passwd tuiagaes File Mifiuaazidanvedldau

Tugzuy

Relative Path #798947n Directory Mvinauatiilaqiiis (Working Directory) n1981484
uUU Relative H4tyaneniunu Directory tlaqiiwiilu . (3m)uaz Directory

Pagmilaaulinileszi (Parent Directory) unusiae .. (anaesqnRAmiv)

Wildcard \ludtyansnlunude File wia Directory

* WNUFMENHINFAR IS (@8 File Wlualsfle)

? WN 1 BNty

Working Directory nnaeedal File vz Directory laifluuuy Absolute Path aziflunis

#1989711 Working Directory L@xa

N17ULAMY Working Directory

WAIAN login 1gszuLLEa azuand Command Prompt 284 Shell #16/24n13U404 Directory

o o

1laq uﬁﬁ%‘ﬂuﬂgwﬁ’]ﬁd pwd (Print Working Directory) lenaanssail

#pwd
/root

#

uan9nilaqiiuinauat Directory /root (Working Directory)

n9u1laeu Working Directory

i cd (Change Directory) LLfo’l’qmué’qaﬁfagmm Directory i FaanisiAesluvne
‘17{ Directory /etc sl"ﬁﬁﬁﬁl’\i cd /etc LLﬁ’QWmﬁ’QEﬁ’]ﬁL\i pwd L'ﬁ'mmm Directory ﬁ@'ﬂ‘gﬁ’u‘ﬁl
wlaely

#cd /etc/rc.d
#pwd
/etc/rc.d

NMTUAASTETD File WAL Directory giagl
fAnda Is (List) udamudaed Path 184 Directory Nisiadannsuansnaaziden drluldas

WNNeTNUAANI AT B ALY Directory Taqiiuliiieue

#1ls
init.d/ rc* rc0.d/ rcl.d/ rc2.d/ rc3.d/ rcd.d/ rc5.d/
rc6.d/ rc.local* rc.modules* rc.sysinit*

Option Mldeu - lduaneseavidanvianun -a [uana hidden File vi3@ Directory Ingl

' Py
N

Hidden File wag Hidden Directory 114 Unix 7 File vi70 Directory NT0AURUAIE . (3m)



N19amANNS File NN9AANTSLNEANL Directory
N154574 File @319 lduaneRs 8158an13 File 21m 0 byte @unsaldA49 touch wan %514 Directory mkdir <Directory Name>

o A
RINALTE File

#touch unix.txt #mkdir web
#ls -1 #ls -1
total O total 4
—rwWw-r—-r-- 1 root root 0 Jan 15 07:19 unix.txt drwxr-xr-x 2 root root 4096 Jan 15 07:17 web/
. yo o B YV L Py ) Y , ) a P . v o
N19 copy File dAnds cp 18 File AUaUL 98 File 81140 N134374 Directory WULWANE T d Option -p (ANLNFLIIA1NI0NA54 Directory lanfaaz
#cp unix.txt data.txt )
#ls -1
total O
—rwWw-r—-r-- 1 root root 0 Jan 15 07:20 data.txt :
—rw-r—-r-- 1 root root 0 Jan 15 07:19 unix.txt fmkdir -p /user/web/data

n1seine File (Waewde File Aaniseing File 131u Directory nnus liTas1sanndaima) Tdands
mv finel Directory (Lﬂaﬂu%ﬂ) mv <Source Path> <Destination Path>

#mv unix.txt linux.txt

#1ls -1 #mv web ftp

total 0 #1ls -1

—rW-r—--r—-— 1 root root 0 Jan 15 07:20 data.txt total 4

“IW-r--r-- 1 root root 0 Jan 15 07:19 linux.txt drwxr-xr-x 2 root root 4096 Jan 15 07:17 ftp/

ve o 21 Directory rmdir <Directory Name>
N4 File THANES rm

#rm linux.txt #rmdir ftp
rm: remove regular empty file “linux.txt'? y #ls -1

#1ls -1 total 0
—IW-r—-r—- 1 root root 0 Jan 15 07:20 data.txt



.
a

AAILARITAYALU File

'
o

ANRa cat ANNAYETE File

#cat /etc/passwd

@ = > vo o o Y A 9
dunisuanasesziaenesy auluszuy nsldAds cat azuansdoyarisunneanivtiiae
ddieyalu File AiRundaruIuusinuuutinaasaziuanizuiiaegaviie

#cat /var/log/messages

A& more MNsaeda File ilunisuansdeyalu File aanniwmiiaeniiazutiiag na
Spacebar fsiasnisuansteyanitaadaly wiena Enter ilauansdayaussiinsali na g
B9ENANAIAINOUNTUAAINAAZAL FTUINNITUARTFaaNsfumdaninlnanisn

AN / wdamudaedaninutiuudons Enter
#more /var/log/messages
(A&9 less MauldidiRsafuiUA14Y more WARAzIELANINNGN)

#less /var/log/messages

AN IR UFITN T A1UIULITNA a1uUA1 1Y File

o A
wC ATNAIETD File

#wc /etc/passwd
39 91 1886 /etc/passwd

AMNNAANS File /etc/passwd § 39 L33HA 91 A1 WAZ 1886 FENHIANATAL

ANAINTBITDYA grep
y dy 4
grep <UaAINUNAAINIT> <T9 File>

FAB9N13UA197 root AN File /etc/passwd AdaniFenldae

#grep root /etc/passwd
root:x:0:0:root:/root:/bin/bash

o ean o o . £ o
N@ﬂ‘Wﬁ‘Wiﬂ%LLNNL'ﬂW’]:‘].Ii‘i‘VlﬂVl”ﬂ%iH File /etc/passwd THAI1 root

FRaN1T1NAT41 DocumentRoot A1n File /etc/httpd/conf/httpd.conf

#grep DocumentRoot /etc/httpd/conf/httpd.conf
DocumentRoot /var/www/html

LAASHAANEANINAAS sysctl Lan1zUsITiANTAT91 forward

[root@garfield root]# sysctl -a |grep forward
net.ipvd.conf.ethl.mc forwarding = 0
net.ipv4.conf.ethl.forwarding = 1
net.ipvéd.conf.default.mc_ forwarding = 0
net.ipv4.conf.default.forwarding = 1
net.ipvéd.conf.all.mc forwarding = 0
net.ipvéd.conf.all.forwarding = 1

net.ipv4.ip forward = 1



A4 sort &1 nFuAUM File

sort <filename>

#sort /etc/passwd

adm:x:3:4:adm:/var/adm:/bin/sh

alias:x:81:11:alias user:/var/gmail/alias:/bin/true
amavis:x:97:502:Anti Virus Checker:/var/virusmails:/bin/false
apache:x:72:72:system user for apache:/var/www:/bin/sh
bin:x:1:1:bin:/bin:/bin/sh

clamav:x:90:90:system user for clamav:/var/lib/clamav:/bin/sh
daemon:x:2:2:daemon:/sbin:/bin/sh

ftp:x:76:76:system user for proftpd:/var/ftp:/bin/false
games:x:12:100:games: /usr/games: /bin/sh

ANd4 find &11FuAUM File

find <start Directory> -name <filename>

AN file N30 wget FNFUAN root Directory /

#find / -name wget

find: /mnt/floppy: Input/output error
find: /mnt/cdrom: Input/output error
usr/bin/wget

filename @unsanuualaeld wildcard ¢ ?) wnuldudlfasavld@ae * (single quote)

% . Aﬂldd é’ % v v % U al % N
AUNN file NNTRUUAWAILY syslog udamnsaeezlsf e Fusuann root Directory /

#find / -name 'syslog*'
/etc/sysconfig/syslog
/etc/rc.d/init.d/syslog
/etc/logrotate.d/syslog
/etc/syslog.conf
/etc/webmin/syslog

AINYATBAINNIANAINAIZS man find

Ada In dmiuadne Link

Link wiiiflu 2 giinAe

hard link llanansn link 41a file system luns3 17t data block 784 file T Enaw file
FratfudeanansadnBedesaues file s hard link 1§

symbolic link 8130130 link 47 file system 14 funns7luléiede file uatiu &au file Fuatiy

azldanunsadntedayalu file duls

In <Source> <Link>

# cp /etc/hosts ./

# 1s -1

total 4

—IrW-r—-r—-— 1 root root 93 Jan 15 09:34 hosts

# 1ln hosts myhosts

# 1s -1

total 8

—IW-r—-r—- 2 root root 93 Jan 15 09:34 hosts
—rW-r—--r—-— 2 root root 93 Jan 15 09:34 myhosts

# cat hosts

195.168.1.254 garfield.info.com
# cat myhosts

195.168.1.254 garfield.info.com

# rm hosts
rm: remove regular file “hosts'? y

# 1s -1

total 4

—rw-r—-r-- 1 root root 93 Jan 15 09:34 myhosts
# cat myhosts

195.168.1.254 garfield.info.com



fnsiaannsad1e symbolic link 1ifld option -s

# ls -1 /var/log/messages

—rw-r——--- 1 root

adm

638744 Jan 15 09:23 /var/log/messages

# ln -s /var/log/messages systemlog

# 1s -1

total O

1rWXIWXIWX 1 root
/var/log/messages

# more systemlog

root

17 Jan 15 09:23 systemlog ->

Pipe

e b ey , e e o 4 d , o
AdaRFanTdri1u Shell 9849 Unix aunsadenaansainardantisliidu input aasdnAndanils
18 191 Fanasn1949191 Pine Jtyanmaliilu |

Anda Is Md1mFuLansTe File uae Directory uazAnda more Iuansnaansaiaazuiines i

saansiduadansananda Is deluily input d1115uANES more FaunldAndagatl
#1s -1 /etc | more

Redirect

Unix Udsznausae Standard Input An Keyboard 1a#l Standard Output Waz Standard Error

Aa Terminal 81 ldl@Ruumlueens@uAdeildassu Input a1n Keyboard wazds Output
a . Y v = a A 2 i P

ae Error 880 Terminal WANNFaINFLUALUNANIS Input 198 Output Wduetneau

anunsavnlélaanng Redirect Iidtyanealdu > vz <
Standard Output  iAgaeunng > ilunisds Output aan iy File Tud d1dlaguds File
twazgnaewivlyl drseensli Output gnifuiinsieving File Ndeg Wl

~
Whumsaanung >>

FiatnadudnFesnisiiy Output anAda s - /etc 18iTlu File
#ls -1 /etc > /tmp/output

71 Terminal azlduanuadnsla eanuiusiaziinisadia File 2uluaifidedn output vivlilu

Directory tlaq1iu (au190ldA43 cat wise more iNauanstayalu file)

Standard Input rraaung < ilun1s5uAn Input a1 File



Standard Error  unugineuNneiat 2 fnsednisdadasyaann Standard Error 1fiLiad File

(mNUNRA Taya Standard Error azudmaaannig Terminal) 14l
U Command (m for help): p

mmand 2>filenam . .
co and ename Disk /dev/sda: 255 heads, 63 sectors, 553 cylinders

Units = cylinders of 16065 * 512 bytes

Device Boot Start End Blocks Id System
# 1s /nofile /dev/sdal * 1 261 2096451 7 HPFS/NTFS
1s: /nofile: No such file or directory /dev/sda2 262 553 2345490 5 Extended
/dev/sdab 459 553 763056 83 Linux
/dev/sda6 262 427 1333332 83 Linux
/dev/sda’ 428 444 136521 82 Linux swap

H . o Y o d’j
N19 Redirect Standard Error a4 File /tmp/error‘l/lﬂmmu Partition table entries are not in disk order

Command (m for help):
# ls /nofile 2>/tmp/error

a . Ma! 'S .
Funmi Terminal azlaiuana error wiaziiuaali File /tmp/error Command (m for help): n

Command action
1 logical (5 or over)
o o o o " i titi 1-4
A& fdisk IE&MLLLN Partition , © Bromery parmrbron (=4
First cylinder (445-553, default 445): 445

sk < e . ) .
fdisk <device Last cylinder or +size or +sizeM or +sizeK (445-458, default 458):

458
[root@tom root]# fdisk /dev/hda Command (m for help):
Command (m for help): m
Command action
a toggle a bootable flag
b edit bsd disklabel Command (m for help): p
c toggle the dos compatibility flag
d délete a partit%o$ Disk /dev/sda: 255 heads, 63 sectors, 553 cylinders
1 list known partition types Units = cylinders of 16065 * 512 bytes
m print this menu
n add a new partition o Device Boot Start End Blocks Id System
o create a new empty DOS partition table /dev/sdal  * 1 261 2096451 7 HPFS/NTFS
p  print the partition table /dev/sda2 262 553 2345490 5 Extended
q quit without saving changes /dev/sda5 459 553 763056 83 Linux
s create a new empty Sun disklabel /dev/sda6 262 427 1333332 83 Linux
T .
t change a.partltlon S syétem id /dev/sda’7 428 444 136521 82 Linux swap
u change display/entry units /dev/sda8 445 458 112423+ 83 Linux
v verify the partition table
w write table to disk and exit Partition table entries are not in disk order
X extra functionality (experts only)

Command (m for help):
Command (m for help):




Command (m for help): w
The partition table has been altered!

Calling ioctl() to re-read partition table.

Re-read table failed with error 16: Device or resource busy.
Reboot your system to ensure the partition table is updated.

WARNING: If you have created or modified any DOS 6.x
partitions, please see the fdisk manual page for additional
information.

Syncing disks.

#reboot

AN%a mkfs TH@uFL Format File System

#fsck /dev/sda5

Parallelizing fsck version 1.18 (11-Nov-1999)
e2fsck 1.18, 11-Nov-1999 for EXT2 FS 0.5b, 95/08/09
/dev/sda5 is mounted.

WARNING!!! Running e2fsck on a mounted filesystem may cause
SEVERE filesystem damage.

Do you really want to continue (y/n)? yes

/dev/sda5 was not cleanly unmounted, check forced.

Pass 1: Checking inodes, blocks, and sizes

Pass 2: Checking directory structure

Pass 3: Checking directory connectivity

Pass 4: Checking reference counts

Pass 5: Checking group summary information

/dev/sda5: 15599/95424 files (9.3% non-contiguous), 174513/190764
blocks

# mkfs /dev/sda8
mke2fs 1.18, 11-Nov-1999 for EXT2 FS 0.5b, 95/08/09
Filesystem label=
0OS type: Linux
Block size=1024 (log=0)
Fragment size=1024 (log=0)
28112 inodes, 112423 blocks
5621 blocks (5.00%) reserved for the super user
First data block=1l
14 block groups
8192 blocks per group, 8192 fragments per group
2008 inodes per group
Superblock backups stored on blocks:
8193, 24577, 40961, 57345, 73729

Writing inode tables: done
Writing superblocks and filesystem accounting information:

done

'
o

A& mount tWaldanu File System

mount <filesystem> <mount point>

A4 fsck 1dmanaaayl File System Aasmsaaay File System 7l ldeuag] (1416 mount)

# fsck /dev/sda8

Parallelizing fsck version 1.18 (11-Nov-1999)

e2fsck 1.18, 11-Nov-1999 for EXT2 FS 0.5b, 95/08/09
/dev/sda8: clean, 11/28112 files, 3568/112423 blocks

# df

Filesystem lk-blocks Used Available Use% Mounted on
/dev/sda6 1312340 1229048 16628 99% /
/dev/sdab 751048 686044 26852 97% /user

# mkdir /website
# mount /dev/sda8 /website

# df

Filesystem lk-blocks Used Available Use% Mounted on
/dev/sda6 1312340 1229084 16592 99% /
/dev/sda5 751048 686044 26852 97% /user
/dev/sda8 108868 13 103234 1% /website

\nasing file /etc/fstab Wivali file system /dev/sda8 gn mount nAssNTlaLATes Server

/dev/sda8 /website ext2 defaults 00




File Compression

ANKY tar

tar cvf <file.tar> <source path>

# mkdir backup
# cd backup

# tar cvf etc.tar /etc/

# 1s -1
total 9048

—rw-r—--r-- 1 root

ANRY gzip/gunzip
gzip <filename>

gunzip <filename.gz>

# gzip etc.tar
# 1s -1
total 1636

-rw-r—-r-- 1 root

# 1ls -1

total 1636
-rw-r—-r-- 1 root
# gunzip etc.tar.gz
# 1s -1

total 9048

—rw-r—--r-- 1 root

# tar xvf etc.tar
# 1s -1

total 9052
drwxr-xr-x 70 root
-rw-r—-r-- 1 root

root

root

root

root

root
root

9246720 Jan 14 12:57 etc.tar

1668422 Jan 14 12:57 etc.tar.gz

1668422 Jan 14 12:57 etc.tar.gz

9246720 Jan 14 12:57 etc.tar

4096 Jan 14 12:40 etc/
9246720 Jan 14 12:57 etc.tar

ANRY Zip/unzip
zip <filename>

unzip <filename.zip>

$ zip etc.zip /etc/*
$ 1s -1

total 460

-rwWw-r—-r-- 1 mong
$ 1s -1

total 460

“rw-r—-r-- 1 mong
$ unzip etc.zip

$ 1ls -1

total 464

drwxr-xr-x 48 mong
-rw-r—-r-- 1 mong

users

users

users
users

465312

465312

4096
465312

Jan

Jan

Dec
Jan

14

14

28

13:

13:

17

51

51

:31
13:

51

etc.

etc.

etc

etc.

zip

zip

zip

And4 ssh (Secure SHell) Id&uiunns Remote Login i ldeuirsesdnuazadng TCP/IP

WU Secure Communication 483/a3¥1979 SSH Client fiu SSH Server azgnidnstia

(Encryption) 3

ssh -| <loginname> <hostname>

# ssh -1 user 192.168.3.1

user@192.168.2.1"'s password:

[user@kitty user]$



ANAY telnet 1HduFuN1s Remote Login Wnldeuiazas Server dnunaiazading TCP/IP

telnet <remote hostname>

[mong@sim mong]$ telnet 192.168.1.1
Trying 192.168.1.1...

Connected to 192.168.1.1.

Escape character is '~]'.

Digital UNIX (gw-server) (ttypO)

login: garfield
Password:

$

A& ftp Tf&uFunns Download/Upload File

ftp <hostname>

Finaeinann3? Upload File webmin-1.030-1.noarch.rpm annuAzes hplinux Tudaases FTP

Server tom.info.com (195.168.3.254)

# 1ls -la

total 6368

drwxr-xr-x 2 root root 4096 Jan 15 06:42 ./

drwx—------ 25 root root 4096 Jan 14 15:33 ../
—rW-r—--r—--— 1 root root 6500238 Jan 15 06:42 webmin-1.030-

1l.noarch.rpm

N3 LA uAA ftp

[root@hplinux srcl# ftp 195.168.3.254

Connected to 195.168.3.254.

220 ProFTPD 1.2.5 Server (ProFTPD Default Installation) [tom.info.com]
KERBEROS V4 rejected as an authentication type

Name (195.168.3.254:root): userl

331 Password required for userl.

Password:

230 User userl logged in.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> 1s

227 Entering Passive Mode (195,168,3,254,4,7).

150 Opening ASCII mode data connection for file list

drwx------ 2 userl userl 4096 Jan 2 02:04 tmp
226-Transfer complete.

226 Quotas off

ftp> put webmin-1.030-1.noarch.rpm

local: webmin-1.030-1.noarch.rpm remote: webmin-1.030-1.noarch.rpm
227 Entering Passive Mode (195,168,3,254,4,13).

150 Opening BINARY mode data connection for webmin-1.030-1.noarch.rpm
226 Transfer complete.

6500238 bytes sent in 20 seconds (3.2e+02 Kbytes/s)

ftp> 1s

227 Entering Passive Mode (195,168,3,254,4,15).

150 Opening ASCII mode data connection for file list

drwx—-----—- 2 userl userl 4096 Jan 2 02:04 tmp
—IW-r—-r—- 1 userl userl 6500238 Jan 15 00:55 webmin-1.030-
1l.noarch.rpm

226-Transfer complete.

226 Quotas off

ftp> quit
221 Goodbye.
#



Anonymous FTP
n12d1 Download File Tnglsisiasdl User name waz Password uuiezas FTP Server laald
User Name Lilu ftp 38 anonymous Wag Password 1114 Email Address

fiaaeinan13idn Download TUsunsa winzip aan FTP Server ftp.chula.ac.th

[mong@sim mong]$ mkdir download

[mong@sim mong]$ cd download

[mong@sim download]$ ftp ftp.chula.ac.th

Connected to ftpl.it.chula.ac.th.

220 ftpl.it.chula.ac.th NcFTPd Server (free educational license)
ready.

Name (ftp.chula.ac.th:mong): ftp

331 Guest login ok, send your complete e-mail address as password.
230-You are user #10 of 50 simultaneous users allowed.

230-

230 Logged in anonymously.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> 1s

227 Entering Passive Mode (161,200,192,3,205,191)

150 Data connection accepted from 161.200.80.73:1051; transfer
starting.

dr-xr-xr-x 2 ftpuser ftpusers 512 Jun 15 2002 bin
dr-xr-xr-x 2 ftpuser ftpusers 512 Jun 15 2002 etc
drwxrwxr-x 11 ftpuser ftpusers 512 Dec 11 11:58 pub

226 Listing completed.

ftp> ed pub/windows/compression

250 "/pub/windows/compression" is new cwd.

ftp> get winzip80.exe

local: winzip80.exe remote: winzip80.exe

227 Entering Passive Mode (161,200,192,3,205,192)

150 Data connection accepted from 161.200.80.73:1052; transfer
starting for winzip80.exe (1259448 bytes).

226 Transfer completed.

1259448 bytes received in 0.52 secs (2.4e+03 Kbytes/sec)

ftp> quit

221 Goodbye.

[mong@sim download]l$ 1ls -1

total 1236

-rw-r--r-- 1 mong users 1259448 Jan 14 16:34 winzip80.exe

Process

IV° oA

Process Aalisunsuiinnawingueg) (Hn1sld9m Memory uay CPU) Tsunsadivlily
Hard Disk iluiieagaandandalalliniam uwsitdhgnisanldiuaziinigaes Resource
(Memory CPU ...) udaiiTusunsuliineu saiulilsunsuineaniuansnsagnidenldady

Process 15\"1}1@’1&1 Process

v
o

Process WAAY Process #1118l Process 381N91 Process 1D (PID) @awlusiniai laldn i
dl 5% a ° ' 914' v v
e L89B auarAIUANNISINIULEs Process A9 tnaffiansnsnpaunn Process THRes
ugia¥1s Process waunn (1fluid1aes Process) Inefidaaniiugn root a1unsnmIAw

Process NN Process MgzLU

o ul/ dl £ al dl o v o 0‘/
AN Muanssaazidamnaaiu Process 14A149 ps

# ps

PID TTY TIME CMD
23633 pts/1 00:00:00 bash
27171 pts/1 00:00:00 ps
# ps -ef
UID PID PPID C STIME TTY TIME CMD
root 1 0 0 Decl7 ? 00:00:04 init [3]
root 2 1 0 Decl7 ? 00:00:00 [keventd]
root 3 1 0 Decl?7 ? 00:00:00 [kapmd]
root 4 1 0 Decl7 ? 00:00:00 [ksoftirgd CPUO]
root 5 1 0 Decl7 ? 00:00:06 [kswapd]

o rdl A %
... npdnsIAegnazly ...
(Ersiaansuannansaasutinaaadeandanldid ps -ef | more)
Option e MMuuAlLEAT Process Hanualiissl Option f UgAYTIEAZIBEIATIANNA AN
. e o o X
NAAWSLAAZ Column AFaaziRanAwl
UID  WAMIA1284 Process
PID  w&m3 Process ID
PPID u&ma Parent Process ID (Process Aflumnadia Process ﬁ%um)

CMD Andangnizantinnadlu Process

20



Job Control (N15AIUAN Process)

N19NNULEY Process ikl 2 18in

N19vi19ULLL Foreground

nsinuaziasaiugldinu iWennsuuiy Foreground azfiasinuliauiiauisaunsg
Fanldadetusallls dunnldszminadinnanuazlaiiu Command Prompt uslile Process

NMUALURIRENAUNIN Command Prompt

#find / -name passwd

U '
=

WuAndan i Aunnde File ARsafUAI91 passwd IngiENAWUNAN / (root Directory) NAAWET

IFuaneaaniutinae Terminal (Fanndnseudnainauasliganunsanisuauls sesselianda

Hnnanugfanan)

N15911914L UL Background

nainenuaglifaseiulden WedenldAdaudaazndug Command Prompt fseenns
TWiAndaFan1dMnamuuy Background Iiiiiesesnsng & savineandaniug (n19Een’d

o p D] o N A o
JMULLL Background A39aANN3L3AN28Y Input WAy Output % Input 1AM File 192N1UUA
Option 2a4AdaliFavses way Output dseanl® File nanzszndnanninauasliaung

Fudiayaangldeuls)
#find / -name passwd >/tmp/output &

uaan sy AL 131w File tmp/output WAL Background fasililaNuWAndaudaay

naug Command Prompt

N1TAALAN Process #n9muLL Background

21

?:/ ¥ d‘ 1% 1 ]
AUABUKINFIBIUN Process ID 189 Process NABINITAILANNAU LW Process ID 1843

named (Service 1849 DNS Server)

#ps -ef|grep named
named 1236 1 0 Decl7 2 00:00:00 named -u named

Process ID 2¢11 Column 7 2 luithdumruneae 1236
AINUUANABINNTALNIINN9NULBS Process A4S kill -<Signal Number> <Process |D>

adedryryrndliaunu Process
#kill -1 1236

-1 Aadtyrynod HUP (Hang Up) uanlsf Process 9184 named ENEUANETNAUNNTNY
(Configuration) 2140l
-9 Aadtyny o Terminate Lanlik Process aungvinauuuulafi Saula

glsdnuua Signal Number azilunnsdslsf Process aun1sinanuiuutng

22



ANEY top

19uamnasnennsued Process faviaaluszuy

# top

1:15pm up 7 days, 15:08, 3 users, load average: 0.17, 0.12, 0.08
136 processes: 134 sleeping, 2 running, 0 zombie, 0 stopped
CPU states: 0.5% user, 0.3% system, 0.1% nice, 98.8% idle

Mem: 256956K av, 240868K used, 16088K free, OK shrd, 13540K buff
Swap: 522072K av, 25320K used, 496752K free 106956K cached
PID USER PRI NI SIZE RSS SHARE STAT %CPU $MEM TIME COMMAND
5865 root 11 -1 62504 12M 2344 S < 0.3 5.0 213:03 X
29908 root 12 0 1088 1088 816 R 0.3 0.4 0:00 top
29495 root 9 0 2040 2000 1688 S 0.1 0.7 0:00 sshd
29737 root 19 19 10316 10M 8208 R N 0.1 4.0 0:08 krozat.kss
1 root 8 0 172 140 108 S 0.0 0.0 0:04 init
2 root 9 0 0 0 0 sw 0.0 0.0 0:00 keventd
3 root 9 0 0 0 0 SW 0.0 0.0 0:00 kapmd
4 root 19 19 0 0 0 SWN 0.0 0.0 0:00 ksoftirgd CPUO
5 root 9 0 0 0 0 SwW 0.0 0.0 0:06 kswapd
6 root 9 0 0 0 0 sw 0.0 0.0 0:00 bdflush
7 root 9 0 0 0 0 sw 0.0 0.0 0:00 kupdated
8 root -1 -20 0 0 0 SW< 0.0 0.0 0:00 mdrecoveryd
12 root 9 0 0 0 0 sw 0.0 0.0 0:00 scsi eh O
88 root 9 0 316 200 160 S 0.0 0.0 0:00 devfsd
184 root 9 0 0 0 0 sw 0.0 0.0 0:00 khubd
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Editor

nsldiesasiiaianzaes Linux iueiasdiefidagsunsnauaznaanluniatiuunen Gus
N199119714984 Linux Distribution s’ Hdemredasliinenuldsniia uideidaaely Linux
Distribution Fin4°] witasflefidenaldmilauiu uaznaniatyminsethaudaazensianis
WA uazu e

AENUA19 109 Linux site Unix LA Text File iataailasing ilwilesianiadnly
uilodieyalu Text File e W duanansaBunddetneazaan fofumansBuuiveaes
33 Aenadnowuiusiesiieluaniazdng wazanansadhldeudu Text File Iiile
sl iwtasefiérfydmiuniaduila Text File Aa Editor Seillldawat 2 1ilaite pico

WAL vi

pico {lu Editor Aldudneadnaiu Editor 1ldamuw DOS 1197 Tl drsfesnisiinriizeunrla

e U 3 Yo a
yraaLdamINA NN IRYIUT
. | o o & o o
vi wtnuanisvineueeniu 2 Tuuandn- A iunA4s (Command Mode)uaz Tuunuily

(Edit Mode)

TPANATNITDUATAMNUNTUAEUAD vi 149091 pico sl pico ldeudnenda
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T LEaU pico LLinIAU

#pico file2.txt

Aelulilsunsy pico aunsaRnidamNuasud i ldwieudy Editor vinld iedasnng
TuinldAnds Ctrl+w waa Enter iNatiuinifluidems 19e wasuda File nawwdaas Enter lu
A3TunnduanTauil d1fedan17eaenan Editor WANAS Ctrl+x waa Enter angialaiingg
o = = . = & Yo =X v o o =R _§u Y v Y
Tunnnnlasuutasly File azlinnsidenlsiiuin drseanistuinldiney y uda Enter 811

Tuinnaasuutlasldines n uda Enter
% o . .

n1gAunnAN U Editor pico

#pico /etc/httpd/conf/httpd.conf

v

HAnda Ctrl+w waa ldANfeaIn19A1mI aniunm Enter Cursor az U uuanwuaTis

Wlusennsuen ddeennsuansnadndsialulding Ciri+w uwda Enter

25

159U vi Lianu

4354 File uslTag14A144 vi <File Name> 3l File agjudoaziluniaidla File ivourla
#vi filel.txt

azidng Command Mode fsaanisiadaya NuWA4S i (insert) 9138 A4Y a (append)
WAIAINANHAIAS | 150 a azliluanssia i vide a Tunusiazidng Edit Mode ignunsaiiu

¥

dayaadlilu Fie 1§

y
fsiasnistiuiindeyalindug Command Mode Tnanisnatlu Esc udainnistiufingdaanis

ANANAAS :w ud2 Enter Lazaanan vi A2eA49 :q

Asfurdanannlu Editor vi T Command Mode 14AN44 / wdamiudnadamauifaenis

1%
AUN

#vi /etc/httpd/conf/httpd.conf

fe9n19911A191 DocumentRoot laiAM&S /DocumentRoot UA9 Enter a1n1iu Cursor axlil
agiAumsmesALInn ANy fseansuananadnsse lUiRNWAAS / uda Enter nng
%3 v o ﬂI/ 3| v v N v U Y v v v o 4
AusaaAds / iflunisdumaindnuunaes File Tlduans Srdeanisdumdaunaulss

waswann /il ?
nsldfaussiaidasnisldiusiiasresussinudanusag G (Afalunj) aantiu Cursor az

Tefaussinfidiaanis drsiesnisluiussingarineaes File WinW G (lifedlanunaiay

1U39910)
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File System

N3N File System 1 faufB9inns mount ABNNTANMUATIEALIBATRY File System WAL
'ﬂﬂmm‘ﬁﬂm (Mount Pomt) Mount Point A Directory wimuu@mmm'amq'aﬂuu File System
nan Nl Directory uiumm@mmum sz AIvANNg mount LL@Q@”iMﬂ’]N’]?ﬂL“H’]I‘H
mummﬂ@mg‘m Directory I 1fiasannnneild Directory udiayared File System fivanne
mount agj

s8a@8ANIT mount File System Lﬁ‘u'agﬂu File /etc/fstab

Adan [ uanagn11Lns mount File System ABA1ES mount

# mount

/dev/sdal on / type ext2 (rw)

none on /proc type proc (rw)

none on /proc/bus/usb type usbdevfs (rw)

wanaiilanlu File System sine] Miduagfinards of

# df
Filesystem Size Used Avail Use$% Mounted on
/dev/sdal 3.9G 1.7G 2.1G 45% /

A1d3 mount 1dsleda File System Wanldau gUuuvwesAnda

mount <Option> <File System> <Mount Point>

mount cdrom Hae device {1 /devicdrom Tu/14% mount point /mnt

ATIREALNNT mount AEIANEY df

# mount /dev/cdrom /mnt

mount: block device /dev/cdrom is write-protected, mounting
read-only

# 1s -1 /mnt

# df

Filesystem Size Used Avail Use$% Mounted on
/dev/sdal 3.9G 1.8G 1.9G 49% /
/dev/cdrom 695M 695M 0 100% /mnt

27

a Y o o o . Y \a o ,
#NIANNI3 mount FaA&s umount Tae N ald mount point Fiaalidl user lnldua]

# umount /mnt

# df
Filesystem Size Used Avail Use% Mounted on
/dev/sdal 3.96 1.8G6 1.9G 49% /

mount floppy disk (Drive A) 7 device {11 /dev/fd0

# mount /dev/£fd0 /mnt
mount: block device /dev/fd0 is write-protected, mounting read-

only

# df

Filesystem Size Used Avail Use% Mounted on
/dev/sdal 3.96 1.8G 1.9G 49% /

/dev/£d0 1.5M 1.2M 222K 85% /mnt

# 1s -1 /mnt

8NANNIT mount AaelANEY umount

# umount /mnt

# df
Filesystem Size Used Avail Use$% Mounted on
/dev/sdal 3.96 1.8G 1.9G 49% /

& file system ladianaazi@annis mount agflu file /etc/fstab n1s mount 4 eaA1da mount
WAIRAINAYE mount point i1
mount /mnt/cdrom

mount /mnt/floppy
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. a @ - ° . ag w
File NLAUAILTHAUNITNINIUURY Linux NAA U

file /etc/inittab

A uAg U899 LAY Boot Aunn wieandluszAusiaus 0-6

0 AnULN5LALATES
1 Single User Mode iilugnuginnadinldeuieaassinu Console aifl
Password 411151019 Login

2 Multi User (ldfns149114 Network File System)

3 Multi User § Network File System (NFS)
4 gouzilidnngldann

XWindows 91791 1LUL Graphic Mode

6 #011¥N13 Reboot LATAY

HayadAnylu file

id:3:initdefault:

Hun13U8N918011ENN99UUAIAN Boot ka2 13919117 runlevel 3 Full Multi User Mode

Runlevel 0 waz 6 sunvuailu initdefault tNg 121ATRIA2gN Shutdown 38 Reboot

AABALAT AMNUNFALAY initdefault azae level 3 WTa level 5

n51dA14 linux single 20UENLATRINAS boot (M LILO Prompt) iflunisnnvunldszuy Boot

14 Single User Mode (level 1) fadnudunaunis Login M lunstdinas Password d1usu

root
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file /etc/fstab

o

W file Aiueaz@enni1s1d94 File System Tusvuy Hlasaa¥essil

<device> <mount point> <type> <mount option> <dump> <fsck>

/dev/sdal / ext2 exec,dev, suid, rw,usrquota 1 1

none /dev/pts devpts mode=0620 0 0

none /mnt/cdrom supermount dev=/dev/hdc, fs=auto,ro,--
,locharset=1s08859-1, codepage=850,umask=0 0 0

none /mnt/floppy supermount dev=/dev/fd0, fs=auto,--
,locharset=1s08859-1, sync, codepage=850, umask=0 0 0
none /proc proc defaults 0 0O

/dev/sdab swap swap defaults 0 0

file /etc/hosts

iuTaLegeuas IP Address 2841A399 gUuuvesdayalu File

<|P Address> <hostname.domainname> <hostname>
LHRN

127.0.0.1 localhost.localdomain localhost
172.16.80.2 hplinux.info.com hplinux
OGN

search info.com
nameserver 172.16.80.2
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file /etc/resolv.conf

AMuAsEazLaEANIsRAsaiu DNS Server giutiaasdagyaly File

search <Domain Name>

nameserver <IP Address DNS Server>

file /var/log/messages
Wi System Logging (mamitﬁﬁmq MAnTuluszuy) naRANIMNURANAIATR

Service anunsnitlaganeazidanaeinianinaildann file 1 faatinaes System Logging

Dec 8 04:12:40 sim named[372]: Lame server on '85.237.144.207.in-
addr.arpa' (in '144.207.IN-ADDR.ARPA'?): [206.74.254.10].53
'DNS2.INFOAVE.NET'

Dec 8 04:12:44 sim named[372]: Lame server on '85.237.144.207.in-
addr.arpa' (in '144.207.IN-ADDR.ARPA'?): [206.74.254.2].53
'DNS4.INFOAVE.NET'

ANRY dmesg UANTEAIBAT8Y Hardware 28972111

# dmesg

Linux version 2.2.16-22 (root@porky.devel.redhat.com) (gcc version
egcs-2.91.66 19990314/Linux (egcs-1.1.2 release)) #1 Tue Aug 22
16:49:06 EDT 2000

Detected 267277 kHz processor.

Console: colour VGA+ 80x25

Calibrating delay loop... 532.48 BogoMIPS

Memory: 192232k/196608k available (1048k kernel code, 412k reserved,

31

.
a

ANFaLNaIny Network

Startup Waz Shutdown Interface
ifconfig <interfacename> up

ifconfig <interfacename> down

AnuuA IP Address Winu Interface

ifconfig <interface name> inet <ip address> netmask <subnetmask> up

# ifconfig ethO inet 192.168.1.1 netmask 255.255.255.0 up
# ifconfig ethO
ethO Link encap:Ethernet HWaddr 00:02:44:0C:Cl:1B

inet addr:192.168.1.1 Bcast:192.168.1.255 Mask:255.255.255.0

inet6 addr: fe80::202:44ff:felc:cllb/10 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:3238 errors:0 dropped:0 overruns:0 frame:0
TX packets:5500 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100

RX bytes:295281 (288.3 Kb) TX bytes:3401104 (3.2 Mb)
Interrupt:10 Base address:0xe000

9188Z188AT9Y IP Address 189usiaz Interface Liuag L File ifcfg-<Interfacename> 1

ifcfg-ethO A145U Interface ethO %a@gﬂu Directory /etc/sysconfig/network-scripts/
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ANRIAMTLUAASANIUZNNIN1911289 Network Interface Card LL@ST’]?.I@%L%EIWH@Q TCP/IP

AdInTaagaUNIIasdayaniu Router

# ifconfig

ethO Link encap:Ethernet HWaddr 00:30:6E:0A:06:1B
inet addr:172.16.80.2 Bcast:172.16.255.255 Mask:255.255.0.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:7286620 errors:0 dropped:0 overruns:0 frame:0
TX packets:51041 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100
RX bytes:1072907612 (1023.2 Mb) TX bytes:8360895 (7.9 Mb)
Interrupt:26 Base address:0x9000

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:91385 errors:0 dropped:0 overruns:0 frame:0
TX packets:91385 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:6477070 (6.1 Mb) TX bytes:6477070 (6.1 Mb)

ANGIATIRABLADIUTNIRARALY TCP/IP

# traceroute www.chula.ac.th

traceroute to wwwl.netserv.chula.ac.th (161.200.192.1), 30 hops max, 38 byte packets
1 161.200.80.227 (161.200.80.227) 0.883 ms 0.736 ms 0.720 ms

2 f1-0-2-8510-cen32.it.chula.ac.th (161.200.255.154) 2.374 ms 1.519 ms 1.807 ms
3 gl-0-0-8540-cen59.it.chula.ac.th (161.200.255.230) 0.996 ms 0.975 ms 0.900 ms
4 f4-0-7513-cenb9.it.chula.ac.th (161.200.255.173) 1.912 ms 1.607 ms 1.865 ms
5 wwwl.netserv.chula.ac.th (161.200.192.1) 1.497 ms 1.407 ms 1.370 ms

AdaLand Routing Table 284 Server 1EA144 route 9138 netstat -m

# route

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
172.16.0.0 * 255.255.0.0 U 0 0 0 ethO
127.0.0.0 * 255.0.0.0 U 0 0 0 lo

ANG9LNN Default Route

route add default gw <gateway ip address>

# ping 172.16.1.254

PING 172.16.1.254 (172.16.1.254) from 172.16.80.2 : 56(84) bytes of
data.

64 bytes from 172.16.1.254: icmp seg=1 ttl=128 time=0.603 ms

64 bytes from 172.16.1.254: icmp seg=2 ttl=128 time=8.17 ms

64 bytes from 172.16.1.254: icmp seq=3 ttl=128 time=0.544 ms

64 bytes from 172.16.1.254: icmp seg=4 ttl=128 time=0.560 ms

(n; Ctri+c Lﬁﬂ"\‘]_lﬂﬁi‘ﬁ’]\ﬂu)

--- 172.16.1.254 ping statistics ---
4 packets transmitted, 4 received, 0% loss, time 301lms
rtt min/avg/max/mdev = 0.544/2.470/8.176/3.294 ms

# route add default gw 192.168.1.254
# netstat -r
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
172.16.0.0 * 255.255.0.0 §) 0 0 0 ethO
127.0.0.0 * 255.0.0.0 U 0 0 0 lo

default 172.16.1.254 0.0.0.0 UG 0 0 0 ethO

File AnMuuaT8azidan1as Network 284ia3as Server iiuldlu File /etc/sysconfig/network

33

NETWORKING=yes
HOSTNAME="garfield"
DOMAINNAME="info.com"
GATEWAY="172.16.1.254"
GATEWAYDEV="ethO"
FORWARD IPV4="no"
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ANGILAAINITAARBLIY TCP/IP

netstat uandLRWIzNsRAsaNNAld Ut

N19aAN1S Kernel Module

Kernel Module lugautlsznavans Kernel Agnunga Load e ldeulsmissiasnis

ANUUMUINLAL Kernel Module 'ﬂgﬂu Directory /lib/modules/Kernel Version/kernel/

# netstat

Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address Foreign Address State
tcp 0 52 garfield.info.com:ssh 170.16.1.1:1834 ESTABLISHED
v v a 1 :J/ ] .

fnsfaannsuansNsiasiaisunnlila Option -a

# netstat -a

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State

tcp 0 0 localhost.localdom:1024 *:* LISTEN

tcp 0 0 *:sunrpc ok LISTEN

tcp 0 0 *:10000 *x LISTEN

tcp 0 0 *:ssh X LISTEN

tcp 0 0 localhost.localdom:rndc *:* LISTEN

tcp 0 20 garfield.info.com:ssh 170.16.1.1:1834 ESTABLISHED
udp 0 0 *:1025 *x

udp 0 0 *:10000 ok

# 1s -1 /lib/modules/2.4.19-16mdk/kernel/

total 24

drwxr-xr-x 26 root
drwxr-xr-x 3 root
drwxr-xr-x 26 root
drwxr-xr-x 42 root
drwxr-xr-x 26 root
drwxr-xr-x 9 root

root
root
root
root
root
root

4096 Dec
4096 Dec
4096 Dec
4096 Dec
4096 Dec
4096 Dec

18 22:59 3rdparty/
18 22:59 arch/

18 23:00 drivers/
18 23:00 fs/

18 23:00 net/

18 23:00 sound/
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Ismod Ad&silduans Kemnel Module Nnnasldeuat]

# lsmod

Module Size Used by Not tainted
ip_vs 74328 0 (autoclean)

af packet 13000 0 (autoclean)

ne 6544 1 (autoclean)

8390 6192 0 (autoclean) [ne]
8139too 14472 1 (autoclean)

mii 1152 0 (autoclean) [8139too]
rtc 6560 0 (autoclean)
modprobe Wi Module

# modprobe 8021q

# lsmod

Module Size Used by Not tainted
8021qg 13832 0  (unused)

ip vs 74328 0 (autoclean)

af packet 13000 0 (autoclean)

ne 6544 1 (autoclean)

8390 6192 0 (autoclean) [ne]
8139too 14472 1 (autoclean)

mii 1152 0 (autoclean) [8139too]
rtc 6560 0 (autoclean)
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File MLiug18n13989 Module Nazgnisenld /etc/modules.conf

AaaeN9nN1TNIMLA Module 115U Network Card

alias ethO 8139too
alias ethl ne
options ne i0=0x320 irg=0x5

nsilntlaiagas Server

A&4 reboot 1E& 1T Restart Lpigad Server

# reboot

A&4 halt W@ usuTlaueses Server

# halt

shutdown 14814151 shutdown %78 restart LAz Server (WAL Option ﬁ’l,»ﬁ)

shutdonw -h now wieuiy halt Idgmsudatiaases

# shutdown -h now

shutdown -r now WHaUAL reboot 44 restart LA

# shutdown -r now

N3 reboot Lazasaxsnin lilaglaises login 1 root #1 Console NALls Ctri+Alt+Del
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NSLAN Group
A& groupadd

groupadd -g <groupid> <groupname>
#groupadd -g 2000 admin

i lalaendnliadasyalusieving file /etc/group

=

Tnagtuuuee group MANHgLLLLASH

il

<Groupname>::<Groupid>:

Fiaatina AN group 38 admin { group id 1000 M lAlaaving

#pico /etc/group

£

NN AsialUTRTNe file

admin::1000:
n19auU Group

groupdel <groupname>

#groupdel admin
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NSLAN User n1sau User

1dAnde useradd guuLLITRIANATAT 1dAnda userdel tnagilutinANAanadl

useradd <Login> -u <User ID> -g <Group> -c FullNamet -d <Home> userdel -r <username>

nanMuA password H3UuULANAAaT mel option -r azfNN19aL Home Directory Wae Mail Box 184 User
passwd <Login> fAnda userdel tNeaL user garfield

#userdel -r garfield
sinaeina s user garfield 8 password {1 usr400
Login = garfield
S T ° o X
ANBUTNLNAD NUUARTNAINNLNRNICANAIY
User ID = 1001
Group = users

Full Name = Garfield

Home Directory = /home/garfield

AUl Home Directory 11w /home/garfield  directory /home iy directory fnuuu
Fasgna¥rerian Tunsdlfl directory AruLnaes Home Directory fivlaildgnadagesinns
aadaninda

mkdir -p <Parent Directory>

Ineif Parent Directory A8 /home (directory FuULUTRY Home Directory)

A4S useradd WiaLis user Inei option ATl

#ueradd garfield -u 1001 -g users -c Garfield -d /home/garfield

AUuUATHANNLY usr400 AaeANdS

#passwd garfield
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File az Directory Permission

U '
o o A o

AN Muanamn permission 224 file 998 directory dAnda

I T
Is -al <iTafilevisadirectory>

finBeing LaAY permission Ua4 file /etc/passwd faaAndd Is -al /ect/passwd
o eall v
NARNET 161

#ls -al /etc/passwd
-rw-r--r-- 1 root root 876 Jan 4 10:20 /etc/passwd

Fiaaeing WanY permission 284 directory /home Aae1AN4Y Is -al /home
o el v
HARWET LY

#ls -al /home
dwxr-xr-x 6 root root 1024 Nov 20 1998 ./

Tunstiues directory THiaaN@NIzaeNIAT column gatine iy /

@91 column UINIBINAANS (184 file /etc/passwd) -rw-r--r--1 10 Fadnis
siausn - iudauandnilu file (G directory aziflusa d)

3 fasann rw- LuFLen permission 189181104 file

3 Aasan r- lusauan permission 284 Group

3 Aasiann r— Wusauen permission mﬂ\muﬁuj
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ANNNUNIYLRIFIBNET L permission
file

r anslunnrenuilamnialy file

w o anslunadewudladayanialu file

- o R
X anslunna@an file JunNNU
directory

r andluuanemadae file nnalu directory

a a

w  anslunsiin/auadasy 3e file T directory

X analunnadnldlu directory

column Aa9udn9dn184 file
column Ag"x Group 29N file

U
o o a

Adan MU permission

chmod <mode> <?Iﬂfi|e‘1ﬁ‘ﬂdirectory>

IP8IANI8Y mode UWNUAEFIATIANNFT FALINUNUANTUBNA1TIDY FaNdBINURNIUR

2

Group FafiANNUNUANEBIALE AT

r=4, w=2,x=1,- =0

Y v

= a a . | ' o X
INABNNTILALRANTIAN file /Amp/test.ixt WU rxwrw-rw- @71289 mode quiflugiail

mode = r+w+x r+w r+w =4+2+1 442 4+2 =766

AU permission FeANEY chmod AN

$ touch /tmp/test.txt

$ 1s -1 /tmp/test.txt
-rw-r—-r-- 1 mong users
$ chmod 766 /tmp/test.txt

$ 1s -1 /tmp/test.txt
“TWXIW—TW-— 1 mong users
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0 Jan 14 09:39 /tmp/test.txt

0 Jan 14 09:39 /tmp/test.txt



Compile Software
AN9FAARY Linux ﬁﬂﬂLﬁﬂﬂﬂZﬂNﬂJm Package Development uaz Development Library G

Compiler uag Library sauviaAnganaiuduiunis Compile Software

FinaeinanNsAAR Apache Web Server #aanns Compile

11AAUNTT Compile Software
#5149 Directory /root/src dd1m5uiiu Source Code uaz Compile

Download Source Code 184 Software ﬁu"] /1N Web Site Download Source Code 210
http://httpd.apache.org Imeil URL 284 Source Code lu
http://www.rge.com/pub/infosystems/apache/httpd/apache_1.3.27.tar.gz
http://www.rge.com/pub/infosystems/apache/httpd/httpd-2.0.43.tar.gz

f17A&9 wget @aunsaiFan g lameil

wget http://www.rge.com/pub/infosystems/apache/httpd/apache_1.3.27.tar.gz

# pwd

/root/src

# 1s
apache_1.3.27.tar.gz

1% File T8 apache_1.3.27.tar.gz
Source Code daulnajgnaanlisag tar uda Compress 138ng gzip

Uncompress aanfaeA143

#gzip -cd apache 1.3.27.tar.gz | tar xvf -
# 1s
apache 1.3.27/ apache 1.3.27.tar.gz

43

% Directory apache_1.3.27

# cd apache_1.3.27

# ls

ABOUT APACHE Announcement cgi-bin/ conf/ config.layout configure*
htdocs/ icons/ INSTALL LICENSE logs/ Makefile.tmpl README
README.configure README-WIN.TXT src/ WARNING-WIN.TXT

dusunsRnfeuLLsssaan (:neaziBanaglu File INSTALL)

AmAgaLdILan MLIAdaN T LAz TR sS Tlud v Compile FasAnds
configure Apache %ﬁm%\ﬂ%‘ﬁl Directory /usr/local/apache 5’151'ﬂxiﬂ’mﬂalﬁlu Direotory‘ﬁl
ﬁm%ﬂﬁlﬁm Option --prefix=<Directory Name>

/configure --prefix=/usr/webserver

v
a o

FARN Apache 149 Directory /usr/webserver
7#892N configure FavFasudaFanlda1ds make e Compile Source Code U&RNNAE

make install iNaRnsa Apache a3 Directory Annuua

# ./configure

# make

# make install

# /usr/local/apache/bin/apachectl start

LW /usr/local/apache/bin/apachect! a1 file /etc/rc.d/rc3.d/S90apache el Apache
Start )NATAT Start LA3R Server uaziuaslu file /etc/rc.d/rc3.d/K90apache Liva 'l Apache

Start Vmﬁiv\iﬁ Shutdown \A384 Server

44



rpm (RedHat Package Manager)

Wultlsunsudnnng @nse ani@nnisinsd tiNLFN @519) Package

Package Aagavesllsunsndelsznavildog file sineianiudmiunisinauaesilsunss

1w Taneunazniu Package Tusunsndanlvafifiegun Linux azatflugiaes Source

Code Fniauaztianldanuliiusniusias Compile waz Link daunaiusinepdfaaiu au
v o A 9 o < 2 ' AT o o I

IAdultsunsuindemineuesnan TviunewsitepiuAsudnegennuazindifoymattos

v
o o

=2 v o o . ' a{' 12 . . = % ¥ Z// ] ' al'
AaruaslEiinednn file sieildiannnig Compile waz LinkiFauFaeudn sauviaaausingi
adlu dsnmn 1l Package anniiasinuananeean’y
nsiaenisfnsallsunsuaslaianilusiasinnis Compile Source Code Bnstalyl ndinfiued

v
o @

a Ly o . ey o L d 4,2
RAnsansiaeinfinatin Package File MliNN copy 3 lumumisignsiesuniezasvinii

' '
a g

lsunsuidaedaniaiieniu Package fime lsunsn rom

Package File 784 RedHat azifiveg] luwsiu CDROM Mdmmna Tneniuagflu directory
JRedHat/RPMS Fatiudndasnisinsallunsuiisidasinlglagnts mount COROM udninss
el file Tu directory Aanana

da184 Package File wivaanifl 4 z&qu‘imﬂﬁgmmuﬁqﬁ
Name-Version-Release.Architecture.rom

1 Name ﬁ‘rﬁlﬂ‘ﬂm Package ﬂ:%ﬂ%ﬂmuiﬂmmuﬁﬂglu Package

2 Version ALa1 version 1a4ltlunsy ﬁ'ﬂgljslu Package

3 Release ABLAY release 184 Package Wufauendn Package aaiunieiivils
4 Architecture Aia #nilRenssnues CPU 1111386 MueDie CPU AEnA Intel wazi

Compatible fill Intel it AMD , Cyrix

duflu noarch uamendn ldaneguanilnanssuaeldlinnUszimaes cPU

FinaeingTa Package File 189 Apache Web Server

apache-1.3.6-7.i386.rpm
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'
o '

daundAtynaunisinsalilsunsuann Package Aa
1 Architecture azfaaiaaninsaiuiesasnld
2 faaaenl¥maeiy version 284 RedHat 7l 1iuRARY RedHat version 6.0 fA2317

Package Na519:18115U version 6.0 d 14 lsinsariu a1anin il lgeulslunng Package

A5 149 uANES rom earu

v
o

AAIEUTLLAAIATIB ALY Package NIgnAnsaliudaluieges HgtluuuAndanatl
rom -gi <PackageName>

v v

Fatiny fseansdinluesesiings Package 189 Apache Web Server 15udavizadia vin

16lne ¥ ANGasail (Ta Package 184 Apache Web Server Aa apache)

#rpm -gi apache

v
o o

v a % da’
DINNTAAFLAYACLULAANTILNITANY

Name : apache Relocations: (not relocateable)
Version : 1.3.12 Vendor: Red Hat, Inc.
Release : 25 Build Date: Thu 24 Aug 2000
02:45:27 AM ICT

Install date: Sun 21 Oct 2001 04:50:53 AM ICT Build Host:
porky.devel.redhat.com

Group : System Environment/Daemons Source RPM: apache-1.3.12-
25.src.rpm

Size : 1179253 License: Freely distributable

TnelusanisazuenfeiunanNfnmg suiseazigunsineg
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'
o

fellldmnseay linaansaan Awunli COROM mount agffi /mnt

package apache is not installed Package File ﬁmeﬁuag”Lu directory /mnt/RedHat/RPMS

111114 directory /mnt/RedHat/RPMS #aeiads

v
o

Adeuansda file uaz directory 97 Tu Package NnAnasliudalunresigtluunfdasail

a

#cd /mnt/RedHat/RPMS

rpm -gl <PackageName>

o ' L Y ~ o ~N \ .
FIREWNLTUNIARNNITAARN Proxy Server IR Package 91 squid

Fnatiay fseansdind file latielu Package 283 Apache Web Server gnainsialilu Inevialide file 189 Package azlusiuAaaTnvas Package
1ATe Ml lne IdAndasail FatllAIRNN1TNE19B9014T file 389 Package Proxy Server lA#ail
squid”

#rpm -ql apache
AINEATIBYALRY Package File tneldAn4s

o

- ¥ ; , ) y . C e
alaby Apache Web Server mmﬂg%ﬁi’m?ﬁmm file WA directory WAASAIHL frpm  -qpi  squid

/etc/httpd/conf
/etc/httpd/conf/access.conf

/etc/httpd/conf/httpd.conf
oo .MOTE... .

Aa file waz directory si19- I Package File TngldAnda
#rpm -gpl squid*

AdgIEaziBEAT8Y Package File Hgtuuumdssiail

' —packaoeFil AAFY Package tnaldA1ds
rom —qpi <PackageFile>
#rpm -i squid*

'
o o o

° J \ ' X o k4 o o a - o o o o &
ARIRTa file uax directory Aee Negfli Package File HLwUANAIAYH ANASENIANNNIRARGY Package HgLuuuAdesiail
rom —qpl <PackageFile> rom —e <PackageName>

ANAIRAFY Package HaUuULANAIRIE

o '

rpm —i <PackageFile> Fiatinay d1Fedn13anANN3RAGY Proxy Server Tneiida Package 91 squid w1 lélaeld

'
°© o 1

Adsre Uil (Hauanidnnisfnsanasdslsl Proxy Server aUNNIRN9UAaN)
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#rpm —e squid

NN9FAGN package WO ftp Server

rpm -i ftp://<user>:<password>@hostname:<port>/path/to/package.rom
Finaging

#rpm -i ftp://ftp.rpmfind.net/linux/Mandrake-devel/cooker/RPMS/squid-2.5.STABLEl-

3mdk . rpm

N9 rebuild package

Download Source squid-2.5.STABLE1-3mdk.src.rpom a1n http://www.rpmfind.net/

#rpm --rebuild squid-2.5.STABLEl-3mdk.rpm

Wia rebuild FauFesudna e Package (rpm) uTa Directory /usr/src/RPM/RPMS/

(®unAanuaansn 1e) aniiulEAnda rom -i iR nsRARS

seavideaisAn a1ulianAga man rpm
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N15AmNS Service

A4 service A mILLAAIANULNNININILTR4 service A luszuy wazldAruANng

v
= 3

11984 service WAL service AW (start) AUAANITNINIU (stop) TN

' v
a v

i (restart) Tan3civad restart axlila N7 AUAN BFAUN1IMN98849 service 11 UNF
y 42 . - , L ,

waan At BuAun1Ina el nase service aundNazd4 restart service

PRl [BINGRRLS

service < option > | --status-all | [ service_name [ command | --full-restart ] ]

NTUAANANTUENNINIIUTB4 service N 1aTaeld option --status-all

# service --status-all

anacron 1is stopped

apmd is stopped

atd (pid 359) is running...

crond (pid 558) is running...

dhcpd is stopped

gpm is stopped

httpd (pid 2151 2150 2149 2148 2147 2146 2145 2144 543) is running...

stuuANdInTsAILIAN service
service service_name start|stop|restart

FiaaeinamusaInIg stop service httpd A &esail

# service httpd stop
Shutting down http: [ OK ]

'
o o

§151eanng start service httpd ldAndasiail

# service httpd start
Starting httpd: [ OK ]

f#a9nn7 restart service httpd TEAFasa

# service httpd restart
Shutting down http: [ OK ]
Starting httpd: [ OK ]
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A01ULURI Service LAALATAY Boot ATIRAALADNULIBY webmin A18aIn13nuua s webmin Tuinnenuiiiawa3es Boot A&

NINIMUARDIUENINNUTEY Service LilBLATRY Boot AatiANdd cfgconfig Agtuuunes chkconfig —del webmin
ANRIAE
#chkconfig --list webmin
webmin O:o0ff l:o0ff 2:0on 3:on 4:0on 5:on 6:0ff
# chkconfig #chkconfig --del webmin
chkconfig version 1.3.4 - Copyright (C) 1997-2000 Red Hat, Inc.
This may be freely redistributed under the terms of the GNU Public #chkconfig --list webmin
License. webmin O:off l:0ff 2:0ff 3:0ff 4:0ff 5:0ff 6:0ff
usage: chkconfig --list [name]

chkconfig --add <name>
chkconfig --del <name>

UAPNANIUZNNINNNULEN Service A9 FveiANES chkconfig ~list
# chkconfig --list

netfs O:off l:0ff 2:0ff 3:on 4:0on 5:on 6:0ff
network O:off l:0ff 2:on 3:on 4:0on 5:on 6:0ff
partmon O:off l:0ff 2:0ff 3:on 4:on 5:on 6:0ff
random O:o0ff l:0ff 2:on 3:on 4:0on 5:on 6:0ff
ipsec O:off l:0ff 2:0ff 3:0ff 4:0ff S5:0ff 6:0ff
webmin O:off l:o0ff 2:on 3:on 4:on 5:on 6:0ff
xinetd based services:

chargen-udp: off

chargen: off

daytime-udp: off

daytime: off

echo-udp: off

echo: off

fam: on

rsync: off

cvs: off

proftpd-xinetd: off

RIIAARLANULTD proftpd-xinetd uAan wualinIUNNATINLATEY Boot AoeiAN&

chkconfig --add proftpd-xinetd

#chkconfig --list proftpd-xinetd
proftpd-xinetd off

#chkconfig --add proftpd-xinetd

#chkconfig --list proftpd-xinetd
proftpd-xinetd on
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xinetd (extended Internet services daemon)

N991191U384 Service T linux An1evineuutiaiu 2 sz

1 $1191usLL daemon azEufurinunewdlariasuazinueyaaaainan

2 vinsumeldnisraugames xinetd azamziiladliiu xinetd na Rl rudesnsiinse
xinetd aziluauiden Service Anmzidlanlifuninan ruiiidosese) deldiEnig

BuUsaLLAn Service AAZALINITNIIUAY

N19aM9uLUL daemon azld&wiu Service NfinsldauLieeitelsz@nsnannasliitinig

gaunnananunie i xinetd aLld i Service Minaulivas ialszusaninannsaesszuy

'
=

xinetd wlu Service (daemon) Anuiniizan Service %ujﬁﬂ\muﬁﬂuﬁﬁu xinetd AHN
NN

X A = = X a = Y o . & . ., 4

file MAUTBAzIBEATDY Service Namzidisuldfu xinetd Aa /etc/xinetd.conf LA file WIUNA
faglu directory /etc/xinetd.d

NnATInEnsaauulasrnaes file lu directory /etc/xinetd.d azFad4da restart Service

'
oAl

. Y A a9 . P = ° o °
xinetd Vlﬂﬂ?\?LWﬂI‘Vl xinetd gﬂ\?ﬂqﬂﬂ@ﬂuuﬂ@\?LL@quﬁqumﬁ\TﬂUﬂ’WWI’]ﬂqﬁ\LLﬁﬂLW

ol ST QTS
#service xinetd restart

ilefinnsfinds Service ann Package TneldRnda rpm ti1 Service PRSI xinetd
axfinaiiia file asli directory /etc/xinetd.d e tusiR

fdeanslif Service HRnsaaLlENE1E xinetd FeaidnlilnsnagaanuEnNIne
el xinetd Tae A& setup udalden System services U&AIABNINENNT84 Service A4
Ansansllsledesmang * ki udedelsf xinetd restart

waneintg §18u Linux Version irin sida UNIX a2l inetd wag file iy Service fiaazilen

134 Jetc/inetd.conf
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file /etc/xinetd.conf

#cd /etc/xinetd.d
#cat imap

# default: off

service imap

{
socket_type
wait
user
server
log on success
log on failure
disable

= stream

nh+ + 1

no
root
/usr/sbin/imapd
DURATION USERID
USERID

yes
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Web Proxy (Squid)

http://www.squid-cache.org/

stluunnsvinanu

Web Proxy

Proxy Server =~
(Squid) @%%

~ =z

=/

Eth1 A | 156.1.x.x/16
Uplink to Gateway

156.1.1.1/16

ANFNAUNNIIiuetlu file /etc/squid/squid.conf

55

NFAMUAATSNAUNIFIINIULDY squid

AuuaseazidaanisliLsnnslu file /etc/squid/squid.conf
#pico /etc/squid/squid.conf

AsineT R ua U file fete/squid/squid.conf H91eaziBe AR
http_port 3128

AUANHIELAT port 71 HLFN138115L Web Browser 11w 3128

cache_mem 8 MB

ANUUATUIATES memory NIELL cache 11 8 MB

cache_dir ufs /var/spool/squid 100 16 256
ANUUA T2UL file MAL cache, AN directory UaNLAL cache , 111 ALle disk NiAL
cache (el MB),auau directory eaganfui 1,A1u9u directory elaga1aud 2

ANNATAL

cachemgr_passwd secret all

AvuATHAENRA LN ANNT Proxy Server KN Web
http://servername/cgi-bin/cachemgr.cgi

copy file cachemgr.cgi T13na18 Directory n5v19114289 Web Server Faadnda

cp /usr/lib/squid/cachemgr.cgi /var/www/cgi-bin/cachemgr.cgi
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NM1SALANNISIINLEUSNNS (Access Control)

NI IMUATOUNUNGNLATDY

suuuL
acl <acl name> Src <|P/Netmask>
acl <acl name> dst <|P/Netmask>
acl <acl name> srcdomain  <DomainName>
acl <acl name> dstdomain  <DomainName>
' A Aa
src ﬂqumﬁ@awmmm®m1uﬁPmmySewer
dst NANLATEIN Proxy Server Ansia i
srcdoamin 38 Domain NAAR8LENMT Proxy Server
X = oA a
dstdomain 48 Domain Y1 Proxy Server Ansiallun
= ] =
<acl name> Lﬂumﬂuwunqumﬂquaq
<IP/Netmask> 1114 IP Address waz Netmask mmm?*mluﬂ@'u

<DomianName>  ilufia Domain 1841ATalWNAH

NININUARNENTLE9U
suuuy
http_access allow <acl name>

http_access deny <acl name>

PN

acl all src 0.0.0.0/0.0.0.0

57

Wunsimusdenguaasdidnanldisnislaalf@adn all unw 1Wsesfinnann IP Address
ol

http_acccess allow all

Wunsimun@ns lunisdnldeusa Proxy Server lagliiesasiag lungw all arunsnwdnlg

ks

nAfeLALL g1 Access Control T file /etc/squid/squid.conf

acl intranet src 172.16.0.0/255.255.0.0
acl thai dstdomain .th

acl com dstdomain .com
http_access allow intranet
http_access deny com

http_access allow thai

http_access deny all

a3 directory tlaadmiuifiudaya cache faaAda (MaFuRALdsaNFnsalLsuNIN)

#squid -z

'
a v

Busuliusn1sAae A4

#service squid start
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Wadnisuilasnlu file /etc/squid/squid.conf Fiasdslif squid restart nASY FoaA&s

#service squid restart

NARBLINNINN UL BIFUAINNNT telnet WAIRNNANENNILLAY port 284 Squid (A1 Default

port 184 squid A8 3128) azlFaans

# telnet localhost 3128
Trying 127.0.0.1...
Connected to localhost.
Escape character is '"]'.

WAAIINH Service NN port 3128

v '
o

A liEusuliEn1mnATeTas boot FaaA&s

#chkconfig --add squid

59

Transparent Proxy

Transparent Proxy

dst www.yahoo.com : 80

172.16.1.254 1.1.1.1
EO E1

www.yahoo.com

proxy server

N7 1971 Web Proxy #1 Web Browser 2244784 Client fiaan1uundawmsad (IP Address)
UAZMNEILAT Port 989 Proxy Server lasmsiaiy proxy server Tilusiaunuliiindagaann
Web Server

\ a o ° o A . & '
ANFNAULRY TCP/IP Haidudm5uiases Client Aa IP Address Subnet Mask Img/la
aflusinadl Gateway dwrreefiilis Proxy Server waziAes Client 2¢/lu Network LAEIaf

a 1 o 1o @ v ° ' ¥ o = .

(wmazaunsnfmmenulalaemns) waliandlusaaniuunan DNS Server leffiuLATag Client
IN912N17 Resolve AN2849 Hostname iluniinnaeairses Proxy Server

WAENAUALLATRY Client Ta1uUNIN NIANMUAA1199IH L Browser tNaRARANNES proxy
server azvn W ldanunsaninladnasdn uwazdases Client Inldldnuunen proxy server az
Tagnunradh Ideduls sivadnlgewlatneldenu proxy server 8niaTas Client tiusia
IneIM99TiL internet
n1sld91u Transparent Proxy ldwannnsaesnis Redirect TCP Port Ineiindayandeann
WP3a4 Client iNaRnsalileia Web Server Destination Port axifli Port a9 www (80) 7
Gateway az%1n17 Redirect Packet Wuliéla port 299 Proxy Server (3128) anwiu Proxy

Server azfnsianiy Web Server uaztindayaxnli Client
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N7 Linux wag Squid Aeuilu Transparent Proxy

AMuuaAENERlL file /etc/squid/squid.conf ludauaas HTTPD-ACCELERATOR OPTIONS

Option LAxAzgN comment 135ne #

#httpd_accel_host hostname
#httpd_accel_port port
#httpd_accel_with_proxy off

#httpd_accel_uses_host_header off

Wialasulu

httpd_accel_host virtual
httpd_accel_port 80
httpd_accel_with_proxy on

httpd_accel_uses_host_header on

i iptables AMva i redirect packet Aidaann w3as client e port Uanemnamungiaa 80

(port 284 www) 11§14 port 3128 (port 284 squid) IneA11UAR nat table

#iptables -t nat -A PREROUTING -i ethO -p tcp --dport 80 -j REDIRECT --to-port 3128

A% ipchains (@150 Kernel 2.2) AuAN input chain AoeIAAa

ipchains -A input -p tcp —s 0.0.0.0/0 -d 0.0.0.0 80 -j REDIRECT 3128
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Router waz Firewall Tae’led Linux

qaiszasAnIeBeug

mmmﬁm%\mazﬁmummG'm”mmm Network Card @18l Card UuLﬂ?ﬁlm Linux Server
aNNNTaNMMUA Access Control luszau Service 489 TCP Wrapper 160
ANNTNATLNEUANNNINNU dauLlsznauaad iptables Tudquaas Chain uazanunsaidley
Rule Waziwinm Action Lieyinanufy Packet 14

a11n3ald91u table Filter uaY table NAT 4 iptables ‘181

g1u170 199U iptables fiN9usIN WAL Transparence Proxy M6

ausaRnRauazEa1Y Shorewall titavnaulis Firewall wul Single Interface, Two
Interface

#1909 Shorewall wLL SNAT, Redirect, DNAT, Masquerade (]

#1130 119114 Shorewall WLl IPSec Tunnel NeudaNiL IPSec (Freeswan) 1o
Website £1484
http://www.iptables.org/

http://www.shorewall.net/

ARFY Package shorewall

shorewall-1.3.7c-1mdk.noarch.rpm
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1

n19 Config Linux Server ”lﬁ’ﬁﬁuuﬂﬁtﬂu Router
Network Configuration

n1314497% Network Card BaznIsAIMuUAAIENEY TCP/IP

. [~3 a = v '
File /etc/modules.conf WUsneazea189n17:38n 1911 modules A7) RITTUL

'
o

ANGIAUTLNNINMUAAY module, irg, io address 184 Network Card

alias <device name> <module name>

device name ﬁ@f"ﬁ@ﬁ‘mmm Network Card ﬁl%mﬂuﬁﬁﬁuﬂm IP Address (ﬂﬂﬂﬁﬁ@l’\i
netconf)

module nameLﬂu%’rJ module 189 Network Card
Module 184 Network Card 114l Directory /lib/modules/2.4.19-
16mdk/kernel/drivers/net/ (2.4.19-16mdk w114 Version 284 Kernel ﬁﬁl\m’w

sinarulUmna Distribution)

NE2000 Compatible \flun1nsg11109 Network Card dauluajariuayu Asiuinm module

Angaiu Card WFHAan 1 u ne

Tunsainidli Network Card Wit ISA n13ld module WUL ne #B9RA1MUA irg WAY o address

184 Card H3tuuuiiludaiaagau 16 (AaulasFusiugon 0x)

lunsel s Network Card 714 Module ne Willauiuuany Card nsANMUA irg WAL io

address Wiuwsuazgasiae comma (,)

options <module name> <option>
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Fiaaeing Network Card WU ISA 2 Card 1@en Module uuy ne Tagl Card usn # io address
1l 0x280 irq 111 0x9 waz Card N@edl io address 1w 0x320 ua irg {1 0x5 41190

W1 file /etc/modules.conf MéFail

alias eth0 ne
alias eth1 ne

options ne i0=0x280,0x320 irg=0x9,0x5

(:eazi8uALe9 module a1 hiNedeein Network Card v lfmiiauimis)

o o = . = v PG| v
PAINNIUUATILAZLBEIA L file /etc/modules.conf LTaLFagLaR93eN 19911 module

P I IV

InefiAndaninandasiy module

modprobe  <module name> B3enl¥eu module
rmmod <module name>  &INLAN module mgﬁmuﬂﬂ

Ismod w&m9 module Nizaudas

1}

AaatngANda9anis Kemnel Module

#rmmod ne
#modprobe ne

#1lsmod

Tun9cii Network Card gnldanuagudasiaanisaniannis’ldeu module azninlallaluiui

Fasenanniglde1s Network Card tiunew IaeldaA149 service network stop
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AMuuAAT IP Address uazAnTiinaadaaliiu Network Card RIR@aLIAN IP AaaAn4d ifconfig
Fanl¥A144 netconf udalaan Host name and IP network devices

fviuR IP Address WAZANEYT AMNINEAZIBEATEY TCP/IP . i
#ifconfig

eth0 Link encap:Ethernet HWaddr 00:80:C8:7D:73:5B
inet addr:170.16.1.252 Bcast:170.16.1.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:406980 errors:0 dropped:0 overruns:0 frame:0
TX packets:32394 errors:0 dropped:0 overruns:0 carrier:0
collisions:5 txqueuelen:100

#"MFU Network Card 1

Net device eth0 RX bytes:37575478 (35.8 Mb) TX bytes:4743935 (4.5 Mb)
Kernel module ne Interrupt:9 Base address:0x280

I/0 port (opt) 0x280,0x320

Irg (opt) 0x9,0x5 ethl Link encap:Ethernet HWaddr 00:00:E8:1B:78:D5

inet addr:195.168.3.254 Bcast:195.168.3.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:406073 errors:0 dropped:0 overruns:0 frame:0

° o TX packets:31777 errors:3 dropped:0 overruns:0 carrier:3

A119U Network Card 2 collisions:76 txqueuelen:100
RX bytes:35912653 (34.2 Mb) TX bytes:3104290 (2.9 Mb)
Interrupt:5 Base address:0x320

Net device ethl

Kernel module ne

I/0 port (opt) IP Forwarding
Irg (opt)

wzaennutiaidlu Router Alasdnunsa Forward P 18
M99@8L function N9MN91ULR4 ip forward ANA1AS sysctl Faeldnaansidy 1

28Na1N netconf WARAY restart network AaeA1&3

# sysctl net.ipv4.ip forward
net.ipvé.ip forward = 1

#service network restart

gfAiu 0 WldAnda sysctl -w net.ipvd.ip_forward=1 uazidnluluilasnlu file
/etc/sysctl.conf

# sysctl -w net.ipv4.ip forward=1
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# pico /etc/sysctl.conf
nnelu file Usznaudiag option sina-jasil

# Disables packet forwarding
net.ipvd.ip forward = 0

# Enables source route verification

net.ipvd4.conf.all.rp filter =1

# Disables automatic defragmentation (needed for masquerading,

net.ipvé.ip always defrag = 0
# Disables the magic-sysrqg key
kernel.sysrqg = 0

AU option net.ipv4.ip_forward AT 1

net.ipv4.ip_forward = 1

ailasunlasaziinaiiie boot Azasassialil

e Default Route 111 Gateway fisioa]

o

1 Internet
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LVS)

Service UU Router Lbaz Firewall

3

wdaeninutia iy Firewall A998 Service tannzianiiluwiniiu Service lalsianflulitlsly
(FanlEA44 linuxconf WA1LAaN Control panel -> Control service activity) 491 Service 71l

uag] AsAruANlElaNE Client (IP Address) Aiteadaswinduiaiuisadanldannls

TCP Wrapper

'
a o

iunnsaquRw Service AMenuagnalinisAIuANTes xinetd (inetd T UNIX vida Linux
version riaw)) WannsaBenldenls (videduldew) aan Client Aszyliviniu dunsiin

Access Control TuszéaLaag Service

File ANeM229LINN9M94 /etc/hosts.allow LAz /etc/hosts.deny

3111289 Access Control

<Service Name>:<Client>

Service lugieaes Service Nagnalfinisarunnaes xinetd (Iaziaanag Ly
directory /etc/xinetd.d) i telnet, finger, talk
Client IP Address 1844384 Cleint

ALL 1unus Service, Client ianun

/etc/hosts.allow
I3 = . ~ 1 v
MNUTEURSLREAUBN CHent%@ﬂNﬁ?ﬂIﬁﬂﬁuiﬂ
ALL:192.168.1.1
telnet:192.168.1.0/255.255.255.0
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aueyA A Client N3 IP Address 192.168.1.1 @a1xnsnizenldeu Service (Melnisasunw iptables

284 xinetd) 151'71ﬂ Service

LATE9AN Subnet 192.168.1.0/255.255.255.0 @nsnsaldany Service telnet 16 iptables 1sznaudiag 3 table g filter,nat,mangle Tnelu table filter Usznausag 3 Chain Aa
INPUT Packet AUanan1anAATES Server
/etc/hosts.deny FORWARD  Packet Agatinusnitazead Server Wiadasialldslanan1eiau
Wiuseazi@enues Client Minudnldeu OUTPUT  Packet igndsaanannieias Server 1@
ALL: 0.0.0.0/0.0.0.0 1 Command Line FanldAnda iptables -L THuadnwssaail

# iptables -L
Chain INPUT (policy ACCEPT)
target prot opt source destination

Client #lsmseruianlalu file /etc/hosts.allow gniiudn e Service 9)n Service

Chain FORWARD (policy ACCEPT)

P o o
(A3eaElatiARINANAY man hosts.allow WAY man hosts.deny) target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Tuusiaz Chain Usznavlisase rule (Raulunismnew)
o = . o X

N199ANIT rule § Option ANU

-A Append rule

- Insert rule

-R Replace rule

-D Delete rule

Tuusiaz Chain & policy (gnldlunstiin Packet Nnagauluinssnueulandauls Packet

HuazgnaanisauAfinIuua 13y policy A4 policy Aa ACCEPT %38 DROP)

Option #UFLAMUARaUlINIIULRILARE rule

- ANUUA target

69 70



ACCEPT Packet 71gn Accept lisiaarnu rule Mwaaly Chain
DROP Packet a¥gn Drop 74
REJECT wiileuiuiu DROP uslaziinisas error navliluangds

Option dwFunuunenlagnades packet

-i input interface

-0 output interface

-P protocol

-s source ip address

-d destination ip address
--sport source port

--dport destination port
--mac-source source mac address

JUuULANAINI9AN rule

iptables -A <@@ Chain> <ilewlu1ed Packet> -j <target>

ERERNGRIS

iptables -A FORWARD -p tcp --dport 80 -j ACCEPT

Packet @90 FORWARD Chain finsiaaantiea Web Server (port 80) gn forward aanldls
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iptables -A INPUT -p icmp -j DROP

Packet icmp (ping) @1n INPUT Chain azgn drop
iptables -A INPUT -s 192.168.0.0 -p tcp --dport ssh -j ACCEPT

iptables -A INPUT -s | 192.168.0.0 -p tcp --dport ssh -j DROP
iptables -A OUTPUT -p tcp --dport telnet -j DROP

Packet a1 INPUT Chain 11417 ip address 192.168.0.0 / Protocol 41 top # Port
Uanen9lilf Service 109 ssh (Port 22) azgnaaruli1é dau Packet an INPUT Chain Tu
Reuluaeniuusladlfunann ip address 192.168.0.0 azgn Drop

Packet a1n Output Chain AAnselUes Service 124 telnet (Port 23) azgn Drop

iptables -A INPUT --mac-source 00:00:00:00:00:01 -j DROP

Packet a1n INPUT Chain £1% MAC Address {1 00:00:00:00:00:01 zgn Drop N
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Option --state

u TCP AdumneuBusunifaseFand three-way handshake n13Rmsaann Client Tl

=~ o X
Server HUIUABUAIU

Client Server
1 SYN —--—->
2 <-—-- SYN+ACK
3 ACK --->
4 <--- ACK
5 ACK --->
9 FIN+ACK —--->
10 <--- ACK
11 <-—--FIN+ACK
12 ACK —-—-——>

1 Client g4 SYN 1L/l Server titaraa%1an1sfiasiaann Client -> Server

2 Server 1 ACK (flunnsuen Client 3amsiinsieann Client - Server e 3enias wiasy
&4 SYN [fiea08319n1sAinsiaann Server -> Client

3 Client d4 ACK lun1suen Server snnnsinsiefive Seufas

4 \fusuliflunisfudedoyariuszudn Client uaz Server
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' '
= [

INVALID N packet 71 ﬂﬁmmmlmﬁumiﬁﬂﬁiﬂﬁuj

ESTABLISHED wn packet NENRUSAUALNTRARDNAAT WG IRAN
NEW unu packet Nvailan1sinfaduunuy

= ~ a o X | P o o o, a X
RELATED unu packet NrailansinAedunn lud InelAnuduius (Hntu

4‘ o a 1 aa
Luﬂﬁ@qﬂ)ﬂUﬂW?MﬂﬂﬂWNﬂ%

iptables -A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

o

Packet A0 INPUT Chain Aitinainnishnsiaiiialiuvagudavdanisinsenduiusiuazgn

gapinulel1s

n19g Filter Packe 424 FTP Service

FTP (File Transfer Protocol) #1191u# Port 21 {11 Port ﬁmﬁﬁﬁ\im‘uﬂu (Control Port) @214
Data # Upload %38 Download &48N1480 Port #ilaideindn fip-data (Port 20) WLNNN9%N411

vl 2 wuuAe Active uay Passive

iptables -A INPUT  -p tcp --sport 21 -m state --state ESTABLISHED -j ACCEPT
iptables -A OUTPUT -p tcp --dport 21 -m state --state NEW,ESTABLISHED -j ACCEPT

74



Active FTP

Active FTP

(1) -

—_ port 1050 port 21 (q/
(/\JJ/ r Network ] d%?

|

o~ T ,
;ﬁz port 1051 @ port 20 FIP

Client @ Server

command  client(>1024) -> server (21)

data client(>1024) <- server (20)

FTP Client a¥@4ang1laa Port ide9nn331 Data 115 FTP Server (111 Port 21 284 Server)
\ila Server 145U Port 11551 Data 999 Client & Server avdsdiayaann Port 20 184

Server l1¢19 Client Ingl Server azaaitlan1sinsaludliles Client
A rule WAL INPUT wag OUTPUT Chain lagail

iptables -A INPUT  -p tcp --sport 20 -m state --state ESTABLISHED,RELATED -j ACCEPT
iptables -A OUTPUT -p tcp --dport 20 -m state --state ESTABLISHED -j ACCEPT
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Passive FTP

Passive FTP

(1) i

—— port 1050 port 21 (-*, /

g N
= =

/% V%
=7 port10% @ port 1060 FTP -

Client @ Server

\

command  client (>1024) -> server (21)

data client (>1024) -> server (>1024)

FTP Client Ansieliléla FTP Server s Port 21 udndadndalsi Server ifla Port 3usnlnaian
Port 17hs 1 Nonpriviledge Port (AM311N31 1023) mﬂﬁu Server az@eusneLat Port 1

uan Client Wialif Client finsaiuds Data

iptables -A INPUT  -p tcp --sport 1024: --dport 1024: -m state --state ESTABLISHED -j
ACCEPT

iptables -A OUTPUT -p tcp --sport 1024: --dport 1024: -m state --state
ESTABLISHED,RELATED -j ACCEPT
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NAT (Network Address Translation) wanBenlfausiaenivuateves table nald Option -t nat

DNAT (Destination Network Address Translation) 4 iptabl ¢ nat -nL
ip es - na -n

wun1suilas Destination IP Address a1n IP Address 284 Firewall WiLilw IP Address 284 Chain PREROUTING (policy ACCEPT)
target prot opt source destination

wgaanatl Network n1elu 14 lunselfiaanns Redirect Packet figanngia Firewall uslawpsag
kK Chain POSTROUTING (policy ACCEPT)

lu Network n1e/lu 1Asesa nnneuanasinsaniy Firewall sl target prot opt source destination
Chain OUTPUT (policy ACCEPT)
target prot opt source destination
SNAT (Source Network Address Translation)
ilunnsutlas Source IP Address il IP Address 284 Firewall (11 IP Address Ny
¥ v ' ] ' o '
HATABIgAN IP Address nau) Aaudeaanlld Internet SNAT f1uaTl Chain POSTROUTING

MASQUERADE iptables -t nat -A POSTROUTING -0 ethO -j SNAT --to-source 194.236.50.155-

MENNIF NNV ORI SNAT WAIMINEA LN Interface 7L Dial
ANNINIUURAUAUAL S Wil INNUAL Interface M Dialup 194.936.50.160:1024.32000
Connection (PPP, SLIP) %138 DHCP W31z Masquerade gula Interface (VLzJ'%WLﬂuﬁmiﬂ"] IP

Address o) 19aM191Asl IP Address 284 Interface 14|
MASQUERADE ANUUAN Chain POSTROUTING

table nat Usznausag 3 Chain

PREROUTING Packet #5181 iptables -t nat -A POSTROUTING -p TCP -] MASQUERADE --to-ports 1024-31000
POSTROUTE Packet fidsaan’yl (lu Packet AU Tt uduABUN1T Routing UAA)
OUTPUT Packet NiFnFUeBNANNLATE

# iptables -t nat -A POSTROUTING -o ethl -j MASQUERADE
# iptables -t nat -L

Chain PREROUTING (policy ACCEPT)

target prot opt source destination

Chain POSTROUTING (policy ACCEPT)
target prot opt source destination

MASQUERADE all -- anywhere anywhere

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
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LAANANNUZURY Address Translation Shorewall

¢ iptables —t nat -L v 1l Software Min9UaE LY iptables M lHaNNIOAMUARINNINNULES Firewall THdeaw

Chain PREROUTING (policy ACCEPT 3727 packets, 478K bytes)
pkts bytes target prot opt in out source
destination

@i’]ﬂ@x@ﬂmﬁmn http://www.shorewall.net/

Chain POSTROUTING (policy ACCEPT 494 packets, 49025 bytes) One Interface Firewall

pkts bytes target prot opt in out source L
. . aa A ' Y o Y v a '
destination “l%‘luﬂimwmm Server ARLINYU Internet LAIABANNITAIUANNITAARD
84 5677 MASQUERADE all -- any ethl anywhere :
anywhere

Chain OUTPUT (policy ACCEPT 416 packets, 44466 bytes)

pkts bytes target prot opt in out source
destination One Interface Firewall
2
DNAT Auua# Chain PREROUTING ) ¥
Firewall @
iptables -t nat -A PREROUTING -p tcp -d 160.10.1.1 --dport 80 - DNAT --to-destination (Packet Filtering)>> T

192.168.1.1-192.168.1.10

Uplink to Gateway
156.1.1.1/16

REDIRECT

AnuuAf Chain PREROUTING -

iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-ports 3128

Shorewall [uAMGENEUNN391911 N Directory /etc/shorewall Ingitiahi file Fai
FinaeinIN1IN19ULRY Transparence Proxy LT o
iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-ports 3128
iptables -t nat -A POSTROUTING -] MASQUERADE ANUUA Zone

/etc/shorewall/zones

LOG

#ZONE DISPLAY COMMENTS
iptables -A FORWARD -p tcp -j LOG --log-level debug --log-ip-options --log-tcp-options

net Net Internet
--log-tcp-sequence --log-prefix "input packet"
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- . 4 . 4 , 4 o v ie , . d -
lunnerinuum zone 3891 net Iuntipsassine a1n internet Teazgninlufinuun policy Avundaulanisinse
saldl Jetc/shorewall/rules
AusuAzesitly firewall 1@9azi Zone @041 fw Inelsifiaaniuunlu File zone

#ACTION  SOURCE DESTINATION PROTOCOL PORT SOURCE ORIGINAL

n1uA Interface PORT  ADDRESS
/etc/shorewall/interfaces ACCEPT net fw tcp 22
ACCEPT net fw tcp 80
#ZONE INTERFACE BROADCASTOPTIONS ACCEPT net fw tcp 110
net eth0 detect ACCEPT net fw tcp 25

Interface ethO FaagiL Zone net
eazidanaea Service WLl file /etc/services
AvuA Policy
X A o Ay . ' =l ¥ v v o 0y .
/etc/shorewall/policy Wan1muaAENEWlu File 7147 289 Shorewalll FeuFaaudnfasdali Service 189 Shorewall

Restart f28IAN44

#SOURCE DEST POLICY LOG LEVEL

LIMIT:BURST # service shorewall restart
fw net ACCEPT

net all DROP info APIRABLNNTNNUFEAA

all all REJECT info

# iptables -L

nN9RAFRaINLATaY firewall Tl internet Bin 16
N19AAFBANN Internet NNE firewall §n Drop

nsfnsiaiuae all azgn Reject
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Two Interface Firewall ANMUA Interface

/etc/shorewall/interfaces

Two Interface Firewall

#ZONE INTERFACE BROADCASTOPTIONS
net eth0 detect
loc eth1 detect

................ . AvuA Policy

/etc/shorewall/policy

Firewall )
(Packet Filtering)>>

TZZEs

#SOURCE DEST POLICY LOG LEVEL LIMIT:BURST

Eth1 4| 156.1.x.x/16 loc net ACCEPT
fw net ACCEPT
Uplink to Gateway .
156.1.1.1/16 net all DROP info
- all all REJECT  info
AMYUA Zone
Jetc/shorewall/zones Avuakeulanisinse
/etc/shorewall/rules
#ZONE DISPLAY COMMENTS #ACTION SOURCE DESTINATION PROTOCOL PORT SOURCE ORIGINAL
net Net Internet PORT ADDRESS
loc Local Local networks ACCEPT loc fw tcp 53
ACCEPT loc fw udp 53
i ACCEPT loc fw tcp 22
net LNULATANANN internet
i ACCEPT loc fw tcp 80
loc NULEATANANN local network
ACCEPT net fw tcp 80
ACCEPT net fw tcp 25
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NAT waz Masquerade

/etc/shorewall/masq
#INTERFACE SUBNET ADDRESS
ethO eth1

Packet ﬁmﬂ'ﬂ’m Interface eth1 Axgn masquerade (L‘ﬂﬁ‘lﬂu Source Address) fngl IP
Address 2184 Interface ethO
@21 Address 19in1un IP Address 15U SNAT
/etc/shorewall/shorewall.conf
wlAsue Option
NAT_ENABLED=Yes
IP_FORWARDING=0n

fvuniderlanisissie

/etc/shorewall/rules

#ACTION SOURCE DESTINATION PROTOCOL PORT SOURCE ORIGINAL
PORT ADDRESS

ACCEPT loc fw tcp 22
DNAT net l0c:192.168.1.1 tcp 80
REDIRECT loc 3128 tcp 80 - 1192.168.1.254

Funn9mmsiaann Client AN local network 1€ Service 189 Secure Shell

$UnN3RAREANN Client A1 Internet TIA9HNE Port 80 184 Firewall &9 Redirect Packet 11t
Tuéfaueidas T local network 7! IP Address 192.168.1.1

$unsfnseann Client a1 local network Rgliléis Port 80 w&n Redirect lalés Port 3128

2R9LATA4 Firewall (lfn Transparence Proxy)
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Three Interface Firewall

ree Interface Firewall

195.168.1.1/24
Eth1 195.168.1.254/24

A

Uplink to Gateway
156.1.1.1/16

N

/etc/shorewall/zones

#ZONE DISPLAY COMMENTS
net  Net Internet

loc  Local Local networks

dmz DMZ Demilitarized Zone
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/etc/shorewall/interfaces /etc/shorewall/rules

#ZONE INTERFACE BROADCASTOPTIONS #ACTION SOURCE DESTINATION PROTOCOL PORT SOURCE ORIGINAL
net ethO detect PORT ADDRESS
loc  ethi detect routestopped ACCEPT fw net tcp 53
dmz eth2 detect routestopped ACCEPT fw net udp 53
ACCEPT loc fw tcp 22
/etc/shorewall/routestopped
ACCEPT loc dmz tcp 22
#INTERFACE HOST(S)
ACCEPT dmz net tcp 53
eth1 -
ACCEPT dmz net udp 53
eth2 -

/etc/shorewall/policy

#SOURCE DEST POLICY LOG LEVEL LIMIT:BURST
loc net ACCEPT

net all DROP info

all all REJECT info

/etc/shorewall/masq

#INTERFACE SUBNET ADDRESS
eth0 eth1
eth0 eth2
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IPSEC Tunnel

AMFLNNUTINAL Freeswan

/\ IP Security
| 195.168.3.254 /24 L‘ﬁetho
-168.3. 170.16.1.252/24
qﬁ%

Public Network

Left
eth0
———"ethl
170'16’1'254/24o>i7l1951681254/24 ’ @
= %?‘
Garm C:%::: TEEe)
hplm
195.168.1.10/24
Network A

/etc/shorewall/tunnels

# TYPE ZONE GATEWAY GATEWAY ZONE
ipsec net  195.168.1.254

Network B

/etc/shorewall/tunnels
# TYPE ZONE GATEWAY GATEWAY ZONE

ipsec net 170.16.1.254
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L‘W‘N zone vpn
/etc/shorewall/zones
#ZONE DISPLAY
vpn VPN

VWX interface ipsecO

/etc/shorewall/interfaces

#ZONE INTERFACE
vpn ipsecO
W policy

/etc/shorewall/policy

#SOURCE DEST
loc vpn
vpn loc

COMMENTS

Remote Subnet

BROADCAST

POLICY
ACCEPT
ACCEPT
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OPTIONS

LOG LEVEL LIMIT:BURST



One Arm Router Taailed FreeBSD 4.3 wag ISL (Inter Switch Link)
4umaun1? Compile Kernel Ui FreeBSD Ve lsiaiiuayu ISL

#4519 Directory AnFULAY Source Code

#mkdir /usr/local/src
#cd /usr/local/src

Download File a1n ftp://ftp.radio-msu.net/pub/homebrew/FreeBSD/isl-0.2.1.tgz

#gzip -cd isl-0.2.4.tgz |tar xvf -
#cd isl-0.2.4/FreeBSD-4.4

Copy file if_isl.c ag if_isl_var.h 3l Directory /usr/src/sys/net

#cp if_isl.c /usr/src/sys/net/
#cp if_isl var.h /usr/src/sys/net/

Patch File

/usr/src/sys/conf/files

#patch < files.diff
Hmm... Looks like a new-style context diff to me...
The text leading up to this was:

| *** /usr/src/sys/conf/files.orig Tue Nov 20 10:55:38 2001

|--— /usr/src/sys/conf/files Tue Nov 20 10:56:13 2001
File to patch: /usr/src/sys/conf/files

Patching file /usr/src/sys/conf/files using Plan A...
Hunk #1 succeeded at 638 (offset -40 lines).

done
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/usr/src/sys/conf/options

#patch < options.diff

Hmm... Looks like a new-style context diff to me...

The text leading up to this was:

| *** /usr/src/sys/conf/options.orig
Tue Nov 20 10:57:14 2001

|--- /usr/src/sys/conf/options

File to patch: /usr/src/sys/conf/options

Tue Nov 20 10:56:30 2001

Patching file /usr/src/sys/conf/options using Plan A...
Hunk #1 succeeded at 445 (offset -16 lines).

done

/usr/src/sys/net/if_ethersubr.c

#patch <if ethersubr.c.diff

Hmm... Looks like a new-style context diff to me...

The text leading up to this was:

| *** /usr/src/sys/net/if ethersubr.c.orig Tue Nov 20 10:57:42

2001

|--- /usr/src/sys/net/if ethersubr.c

Tue Nov 20 11:01:41 2001

File to patch: /usr/src/sys/net/if ethersubr.c
Patching file /usr/src/sys/net/if ethersubr.c using Plan A...

Hunk #1 succeeded at 104.
Hunk #2 succeeded at 526.
done
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Config Kernel
Directory 7fiu Source Code 184 Kernel ﬂgﬂu /usr/src/sys
ANuum Option &1115U Kerel fiaz Compile nldlu Directory /usr/src/sys/i386/conf

Copy Kernel Configuration a0 GENERIC 1144 File Afi@ensuily (ISLKERNEL)

#cd /usr/src/sys/i386/conf
#cp GENERIC ISLKERNEL

ufila File ISLKERNEL Lfix Option siaving File

pseudo-device isl 4

v

4 Ana1uaY Interface (VLAN) #fa4nns

o

1¥A1da config <Kernel Config File> 1ivaa¥14 File Aanlud uiunng Compile Kernel

#config ISLKERNEL
Don't forget to do a "~ "make depend''
Kernel build directory is ../../compile/ISLKERNEL

11l Directory Ay Source File 184 Kernel

#ed ../../compile/ISLKERNEL
#make depend

#make

#make install

93

Reboot Server

#reboot

#AIAN Reboot UAa Server azld Kernel sialuaifiaiuayu ISL Encapsulation

A4 ifconfig NIRRT Interface A1iTlusias Compile Tusiiteliaiiuaywiu

Interface Al ISL

#cd /usr/local/src/isl-2.0.4
#cd ifconfig-FreeBSD-4.2
#make

Wa make Baufeaudnazld file ifconfig % copy 1149 Directory /sbin

#mv /sbin/ifconfig /sbin/ifconfig.org
#cp ifconfig /sbin/ifconfig
#chmod 755 /sbin/ifconfig
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FanldA4d ifconfig meaadauan1Uzand Network Interface

# ifconfig
rl0: flags=8943<UP,BROADCAST, RUNNING, PROMISC, SIMPLEX, MULTICAST> mtu 1500

inet6 fe80::202:44ff:fel0c:cllb%rl0 prefixlen 64 scopeid 0xl

ether 00:02:44:0c:cl:1b

media: 100baseTX <full-duplex> status: active

supported media: autoselect 100baseTX <full-duplex> 100baseTX
10baseT/UTP <full-duplex> 10baseT/UTP 100baseTX <hw-loopback>
isl0: flags=0<> mtu 1500

ether 00:00:00:00:00:00

vlan: 0, parent: <none>, encapsulated frame: Ethernet, priority:
isll: flags=0<> mtu 1500

ether 00:00:00:00:00:00

vlan: 0, parent: <none>, encapsulated frame: Ethernet, priority:
isl2: flags=0<> mtu 1500

ether 00:00:00:00:00:00

vlan: 0, parent: <none>, encapsulated frame: Ethernet, priority:
is13: flags=0<> mtu 1500

ether 00:00:00:00:00:00

vlan: 0, parent: <none>, encapsulated frame: Ethernet, priority:

ifconfig <ifname> media 100baseTX mediaopt full-duplex up

Normal

Normal

Normal

Normal

ifconfig <isl no> inet <ip address> netmask <netmask> isldev <ifname> islvlan <vlan no>

<ifname>  Interface Name U&AIANNAIR ifconfig AiaReiNgLE rl0

<isl no> %ﬂmm Interface islO isl1 isl2 isl3 (ﬁ 4 Interface AN Option ﬁﬁmumﬁﬂu
Compile Kernel mem”l,cv’w’mmﬁﬁéﬁl”\a ifconfig)

<vlanno>  #UH1ELAT vian 1-1000

9144 Interface AU Trunk Port 189 Switch (ldfiasniuum IP Address)

#ifconfig rl0 media 100baseTX mediaopt full-duplex up

95

AnuuA 1P Address iU Sub Interface AaelAN4d

#ifconfig isl0 inet 192.168.1.254 netmask 255.255.255.0 isldev rl0 islvlan
#ifconfig isll inet 192.168.2.254 netmask 255.255.255.0 isldev rl0 islvlan
#ifconfig isl2 inet 192.168.3.254 netmask 255.255.255.0 isldev rl0 islvlan
#ifconfig isl3 inet 192.168.4.254 netmask 255.255.255.0 isldev rl0 islvlan

B Wwh R

AIAdaLAARS ifconfig

#ifconfig

isl0:

isll:

isl2:

isl3:

flags=8843<UP, BROADCAST, RUNNING, SIMPLEX, MULTICAST> mtu 1500

inet 192.168.1.254 netmask Oxffffff00 broadcast 192.168.1.255

ether 00:02:44:0c:cl:1c

vlan: 1, parent: rl0, encapsulated frame: Ethernet, priority: Normal
flags=8843<UP, BROADCAST, RUNNING, SIMPLEX, MULTICAST> mtu 1500

inet 192.168.2.254 netmask Oxffffff00 broadcast 192.168.2.255

ether 00:02:44:0c:cl:1d

vlan: 2, parent: rl0, encapsulated frame: Ethernet, priority: Normal
flags=8843<UP, BROADCAST, RUNNING, SIMPLEX, MULTICAST> mtu 1500

inet 192.168.3.254 netmask Oxffffff00 broadcast 192.168.3.255

ether 00:02:44:0c:cl:1le

vlan: 3, parent: rl0, encapsulated frame: Ethernet, priority: Normal
flags=8843<UP, BROADCAST, RUNNING, SIMPLEX, MULTICAST> mtu 1500

inet 192.168.4.254 netmask Oxffffff00 broadcast 192.168.4.255

ether 00:02:44:0c:cl:1f

vlan: 4, parent: rl0, encapsulated frame: Ethernet, priority: Normal

ping 117 IP Address 284 Sub Interface LAZLAAS Routing Table fineiANd4 netstat -rn

# ne
Rout

Inte
Dest
127.
192.
192.
192.
192.

Inte
Dest
Neti
..1

fe80:
fe80:
££f01:
££02:
££02:

tstat -rn
ing tables

rnet:
ination Gateway Flags Refs Use Netif Expir
0.0.1 127.0.0.1 UH 0 0 100
168.1 link#11 uc 0 0 isl0 =>
168.2 link#12 uc 0 0 isll =>
168.3 1ink#13 uc 0 0 isl2 =>
168.4 link#14 uc 0 0 isl3 =>
rnet6:
ination Gateway Flags
f Expire
HER UH
:%rl0/64 link#1 uc
:%$100/64 feB80::1%100 Uc
1 /32 il U
:%rl0/32 link#1 uc
:$100/32 feB80::1%100 uc
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100
rl0
100
100
rl0
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AuuAANENSWIeY Interface 1u File /etc/rc.conf livaldauynAsaLie Boot Config Catalyst 1900

Wi Config Switch #1u4 Console 1178 Telnet

# -- sysinstall generated deltas -- #
# Created: Wed Feb 26 16:05:59 2003
# Enable network daemons for user convenience.
# This file now contains just the overrides from /etc/defaults/rc.conf Catalyst 1900 Management Console
# please make all changes to this file. Copyright (c) Cisco Systems, Inc. 1993-1999
inetd_enable="YES" All rights reserved.
kern_securelevel enable="NO" Enterprise Edition Software
sendmail_enable="YES" Ethernet Address: 00-08-A3-BE-2B-00
sshd_enable="YES"
PCA Number: 73-3124-04
ifconfig rl10="media 100baseTX mediaopt full-duplex up" PCA Serial Number: FAB060543YZ
ifconfig isl0="inet 192.168.1.254 netmask 255.255.255.0 isldev rl0 islvlan 1" Model Number: WS-C1924C-EN
ifconfig isll="inet 192.168.2.254 netmask 255.255.255.0 isldev rl0 islvlan 2" System Serial Number: FABO605YONE
ifconfig isl2="inet 192.168.3.254 netmask 255.255.255.0 isldev rl0 islvlan 3" Power Supply S/N: APR050603DC
ifconfig isl3="inet 192.168.4.254 netmask 255.255.255.0 isldev rl0 islvlan 4" PCB Serial Number: FAB060543Y%Z,73-3124-04

= o = P v q v Y 1 user(s) now active on Management Console.
Reboot LAT8Y Server LALURAIAIN Reboot L"J‘f;l'i_lﬁ“ﬂilLL@QIWW?Q@@@U@OW‘NgTﬂ\? Interface A8l
o & User Interface Menu
AA ifconfig
[M] Menus
[K] Command Line

Enter Selection: K

CLI session with the switch is open.
To end the CLI session, enter [Exit].

71 Config Mode 6319 VLAN 2 19 4 (VLAN 1 Hagjudaiilu Default Tisiaaaing) guluuuaes

'
o

ANR4 vian <vlan no> <type>

Catl924F>enable

Enter password: rFxkxx

Catl924F#configure terminal

Enter configuration commands, one per line. End with CNTL/Z
Catl1924F (config) #vlan 2 ethernet

Catl924F (config) #vlan 3 ethernet

Catl924F (config) #vlan 4 ethernet
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AvunlFusay Port 489 Switch WiannEnaed VLAN Aasetu Inentvualduunsiat Port

ANAUNNNLLATIDY VLAN

Catl924F (config) #interface ethernet 0/1
Catl924F (config-if) #vlan-membership static 1
Catl924F (config-if) #fexit

Catl924F (config) #interface ethernet 0/2
Catl924F (config-if) #vlan-membership static 2
Catl924F (config-if) #fexit

Carl924F (config) #interface ethernet 0/3
Catl924F (config-if) #vlan-membership static 3
Catl924F (config-if) #exit

Catl924F (config) #interface ethernet 0/4
Catl924F (config-if) #vlan-membership static 4
~Z

w&A VLAN way Port Mifluaun@naad VLAN fasiA144 show vian

CAT1924F#show vlan

VLAN Name Status Ports

1 default Enabled 1, AUI, A, B
2 VLANO0O02 Enabled 2

3 VLANQ0O0O3 Enabled 3

4 VLAN0004 Enabled 4

1002 fddi-default Suspended

1003 token-ring-defau Suspended
1004 fddinet-default Suspended
1005 trnet-default Suspended

AuuA L Port B 111 Trunk Port fiagiAnda trunk on

Catl924F (config) #int fastEthernet 0/27
Catl1l924F (config-if) #trunk on
~
4
Catl1l924F#show trunk b
DISL state: On, Trunking: On, Encapsulation type: ISL

99

One Arm Router taglld FreeBSD wag 802.1Q

Config Kernel
Directory 7Wfiu Source Code 184 Kemnel ﬂgﬂu /usr/src/sys
ANuum Option &1115U Kemel fiaz Compile 111 Directory /usr/src/sys/i386/conf

Copy Kemel Configuration a0 GENERIC sniflu File Aisiaen1sufila (DOT1QKERNEL)

#cd /usr/src/sys/i386/conf
#cp GENERIC DOT1QKERNEL

uiily File DOT1QKERNEL LN Option siaving File

pseudo-device vlan 4

v

4 ARa1uaY Interface (VLAN) #fa4n1s

o

1HA"43 config <Kernel Config File> 1iNag@514 File Naflud uiunis Compile Kernel

#config DOT1QKERNEL
Don't forget to do a "~ 'make depend''
Kernel build directory is ../../compile/DOT1QKERNEL

1 Tal T Directory Ay Source File 124 Kernel

#cd ../../compile/DOT1QKERNEL
#make depend

#make

#make install
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Reboot Server

#reboot

#AIAN Reboot UA3 Server azld Kernel sialuaifiaiiuayu 802.1Q Encapsulation

FenlEAnda ifconfig ATIAFAUANTIULURN Network Interface

# ifconfig
rl0: flags=8943<UP,BROADCAST, RUNNING, PROMISC, SIMPLEX, MULTICAST> mtu 1500
inet6 fe80::202:44ff:felc:cllb%rl0 prefixlen 64 scopeid 0x1
ether 00:02:44:0c:cl:1b
media: 100baseTX <full-duplex> status: active
supported media: autoselect 100baseTX <full-duplex> 100baseTX
10baseT/UTP <full-duplex> 10baseT/UTP 100baseTX <hw-loopback>
vlanO: flags=0<> mtu 1500
ether 00:00:00:00:00:00
vlan: 0 parent interface: <none>
vlanl: flags=0<> mtu 1500
ether 00:00:00:00:00:00
vlan: 0 parent interface: <none>
vlan2: flags=0<> mtu 1500
ether 00:00:00:00:00:00
vlan: 0 parent interface: <none>
vlan3: flags=0<> mtu 1500
ether 00:00:00:00:00:00
vlan: 0 parent interface: <none>

ifconfig <ifname> media 100baseTX mediaopt full-duplex up

ifconfig <vlan no> inet <ip address> netmask <netmask> vlan <no> vlandev <ifname>
<ifname>  Interface Name L&AIANAT4Y ifconfig AaaE9Lid rl0
<vlanno> @184 Interface vian0 vian1 vian2 vian3 (ﬁ 4 Interface M1 Option ARnUA

fiau Compile Kernel ugnaualiannAndd ifconfig)

<no> UNELAY vian 1-1000

49114 Interface AU Trunk Port 184 Switch (luifiasn1uum IP Address)

#ifconfig rl0 media 100baseTX mediaopt full-duplex up

101

AnuuA IP Address WL Sub Interface AaelAN&S

#ifconfig vlan0 inet 192.168.1.254 netmask 255.255.255.0 vlan 1 vlandev
#ifconfig vlanl inet 192.168.2.254 netmask 255.255.255.0 vlan 2 vlandev
#ifconfig vlan2 inet 192.168.3.254 netmask 255.255.255.0 vlan 3 vlandev
#ifconfig vlan3 inet 192.168.4.254 netmask 255.255.255.0 vlan 4 vlandev

AIAdaLAfAIRY ifconfig

#ifconfig
vlanO:

vlanl:

vlan2:

vlan3:

flags=8843<UP, BROADCAST, RUNNING, SIMPLEX, MULTICAST> mtu 1496
inet 192.168.1.254 netmask Oxffffff00 broadcast 192.168.1.255
inet6 fe80::202:44ff:felc:cllb%vlan0 prefixlen 64 scopeid 0x5
ether 00:02:44:0c:cl:1b
vlan: 1 parent interface: rl0

flags=8843<UP, BROADCAST, RUNNING, SIMPLEX, MULTICAST> mtu 1496
inet 192.168.2.254 netmask Oxffffff00 broadcast 192.168.2.255
inet6 fe80::202:44ff:felc:cllb%vlanl prefixlen 64 scopeid 0x6
ether 00:02:44:0c:cl:1b
vlan: 2 parent interface: rl0

flags=8843<UP, BROADCAST, RUNNING, SIMPLEX, MULTICAST> mtu 1496
inet 192.168.3.254 netmask Oxffffff00 broadcast 192.168.3.255
inet6 fe80::202:44ff:felc:cllb%vlan2 prefixlen 64 scopeid 0x7
ether 00:02:44:0c:cl:1b
vlan: 3 parent interface: rl0

flags=8843<UP, BROADCAST, RUNNING, SIMPLEX, MULTICAST> mtu 1496
inet 192.168.4.254 netmask Oxffffff00 broadcast 192.168.4.255
inet6 fe80::202:44ff:felc:cllb%vlan3 prefixlen 64 scopeid 0x8
ether 00:02:44:0c:cl:1b
vlan: 4 parent interface: rl0

rl0
rl0
rl0
rl0

ping 1191 IP Address 184 Sub Interface LAZLARS Routing Table fineiANdY netstat -m

# netstat -rn
Routing tables

Internet:

Destination Gateway Flags Refs Use

127.0.0.1 127.0.0.1 UH 0 0 100
192.168.1 1ink#5 uc 0 0 vlan0 =
192.168.2 link#6 uc 0 0 vlanl
192.168.3 link#7 uc 0 0 vlan2
192.168.4 1link#8 uc 0 0 vlan3 =

AuuAANENSWIeY Interface 1u File /etc/rc.conf tivaldauynAsaLie Boot
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Config Catalyst 2924 XL

-- sysinstall generated deltas -- #

Created: Wed Feb 26 16:05:59 2003

Enable network daemons for user convenience.

This file now contains just the overrides from /etc/defaults/rc.conf o %o o o %o o

please make all changes to this file. 25149 VLAN Tpelda44 vian database wanaizenldmndd vian <vian number>
inetd enable="YES"

kern_securelevel enable="NO"

Wi Config Switch #1u4 Console 1138 Telnet

R

sendmail_ enable="YES"

sshd enable="YES" e .
- User Access Verification

ifconfig rl0="media 100baseTX mediaopt full-duplex up"

ifconfig vlan0="inet 192.168.1.254 netmask 255.255.255.0 vlan 1 vlandev rl0" i;;;;’g:i;ble
ifconfig vlanl="inet 192.168.2.254 netmask 255.255.255.0 vlan 2 vlandev rlQ" c29244vlan database
ifconfig_vlan2="inet 192.168.3.254 netmask 255.255.255.0 vlan 3 vlandev rl0Q" €2924 (vlan) #vlan 2
ifconfig_vlan3="inet 192.168.4.254 netmask 255.255.255.0 vlan 4 vlandev rl0Q"

VLAN 2 added:
Name: VLANO0O0O02
, C2924 (vlan) #vlan 3
Reboot L34 Server UAzMAIa1N Reboot Faufatudnlimsaasuaniuzaes Interface fag VLAN 3 added:
Name: VLANOOO3
C2924 (vlan) #vlan 4
VLAN 4 added:
Name: VLANO0O4
C2924 (vlan) #exit
APPLY completed.
Exiting....

AN4Y ifconfig

LARIIEIAZLALAAY VLAN D519 daeiA1dd show vian

C2924#show vlan

VLAN Name Status Ports

1 default active Fa0/1, Fa0O/2, Fa0/3, Fal/4,
Fa0/5, FaO/6, Fa0/7, Fa0/8,
Fa0/9, Fa0/10, Fa0/11, Fa0/12,
Fa0/13, Fa0/14, Fa0/15, FaO/16,
Fa0/17, Fa0/18, Fa0/19, Fa0/20,
Fa0/21, Fa0/22, Fa0/23, Fa0/24

2 VLAN0O002 active
3 VLANQOOO3 active
4 VLAN0004 active
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Avum i Port 189 Switch Wuann@nuas VLAN 7145191 Inandinluf Port 184 Switch &gl

AR interface <interfacename> uda A4S switchport access vlan <vlan number>

C2924#show interfaces status

C2924# configure terminal Port
Enter configuration commands, one per line. End with CNTL/Z.

C2924 (config) #interface fastEthernet 0/1 Fa0/1
C2924 (config-if)# switchport access vlan 1 Fa0/2
C2924 (config-if) #exit Fa0/3

(
(
(
C2924 (config) #interface fastEthernet 0/2 Fa0/4
C2924 (config-if) # switchport access vlan 2 .
C2924 (config-if) #exit .
C2924 (config) #interface fastEthernet 0/3 Fa0/24
C2924 (config-if) # switchport access vlan 3

C2924 (config-if) #exit

C2924 (config) #interface fastEthernet 0/4

C2924 (config-if) # switchport access vlan 4

C2924 (config-if) #exit

Auual Port 189 Switch (port 24) 1197111 mode trunk fagiAnda switchport mode trunk
LAZIABN trunk encapsulation 111 dot1q (IEEE802.1Q ) fnaiA143 switchport trunk

encapsulation dot1qg

C2924 (config) #interface fastEthernet0/24

C2924 (config-if) # switchport trunk encapsulation dotlqg
C2924 (config-if)# switchport mode trunk

C2924 (config-if) #

~z

WARIINEAZIBEATRY VLAN HAsAIniuualy Port sinee] illuann@nuds faeAnda show vian

C2924#show vlan

VLAN Name Status Ports

1 default active Fa0/1, Fa0/5, FaO/6, Fa0/7,
Fa0/8, Fa0/9, Fa0/10, FaO/11,
Fa0/12,Fa0/13, Fa0/14, Fa0/15,
Fa0/16,Fa0/17, Fa0/18, Fa0/19,
Fa0/20,Fa0/21, Fa0/22, Fa0/23,

Fa0/24
2 VLAN0002 active Fa0/2
3 VLANO003 active Fa0/3
4 VLAN0004 active Fa0/4

105

Name Status

connected
connected
notconnect
notconnect

connected Trunk

106

WARIINEAZIBEIATR Port 6197 AaeIANEY show interfaces status

Duplex

A-Half
A-Half
Auto
Auto

A-Full

A-100

100BaseTX/FX
100BaseTX/FX
100BaseTX/FX
100BaseTX/FX

100BaseTX/FX



One Arm Router Taglld Linux waz 802.1Q

http://www.candelatech.com/~greear/vlan/cisco_howto.html

Kernel 2.4 994 Linux Az@iLayus1nsgiu 802.1Q agudius Kemel Module faldiinns

Benldeu neagal Module FaeA149 Ismod

# lsmod

Module Size Used by Not tainted
ppp_async 7456 0 (unused)
pPpPp_generic 20064 0 [ppp_async]

slhc 5072 0 [ppp_generic]

ip vs 74328 0 (autoclean)

af packet 13000 0 (autoclean)

ne 6544 1 (autoclean)

8390 6192 0 (autoclean) [ne]
8139too 14472 1 (autoclean)

# modprobe 8021q

# lsmod

Module Size Used by Not tainted
8021qg 13832 0 (unused)
ppp_async 7456 0 (unused)
pPpPp_generic 20064 0 [ppp_async]

slhc 5072 0 [ppp_generic]

ip vs 74328 0 (autoclean)
af_packet 13000 0 (autoclean)

ne 6544 1 (autoclean)

8390 6192 0 (autoclean) [ne]
8139too 14472 1 (autoclean)

v

WNTa module NR@IN3ENTUNN ME9aaLeATaa Server Boot 134 File /etc/modules

# /etc/modules: kernel modules to load at boot time.

#

# This file should contain the names of kernel modules that are
# to be loaded at boot time, one per line. Comments begin with
# a "#', and everything on the line after them are ignored.

8021q

107

Download Software 4An13 VLAN a1n

http://www.candelatech.com/~greear/vlan/vian.1.6.tar.gz Vol Directory /usr/local/src/

# pwd

/usr/local/src

# 1s

vlan.l.6.tar.gz

#

# gzip -cd vlan.l.6.tar.gz |tar xvf -
# 1ls

vlan/ wvlan.l.6.tar.gz
# cd vlan

# make

# cp vconfig /sbin/

Startup Interface ethO AneAda ifconfig (”L:u'ﬁ”mﬁmum |P Address)

# ifconfig ethO inet 0.0.0.0 up

AN VLAN Aaeiandd veonfig add ethO <vlan no>

# vconfig add ethO 1

Added VLAN with VID == 1 to IF -:ethO:-

WARNING: VLAN 1 does not work with many switches,
consider another number if you have problems.

# vconfig add eth0 2

Added VLAN with VID == 2 to IF -:ethO:-
# vconfig add ethO 3
Added VLAN with VID == 3 to IF -:ethO:-
# vconfig add ethO 4
Added VLAN with VID == 4 to IF -:ethO:-
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m3IadaL Interface MANAUAEY ifconfig -a (-a azUaRa Interface 71991 Start LAz

Shutdown) 'l# Interface eth0.1 eth0.2 eth0.3 eth0.4 WANTUNA

# ifconfig -a

eth0

ethO.

ethO0.

ethO.

ethO0.

YA IP Address WAL Interface faaAnda ifconfig <interfacename> inet <ip address

Link encap:Ethernet HWaddr 00:02:44:0C:Cl:1B
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:11437 errors:0 dropped:0 overruns:0 frame:0

TX packets:7 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100

RX bytes:1085809 (1.0 Mb) TX bytes:420 (420.0 b)
Interrupt:10 Base address:0xe000

Link encap:Ethernet HWaddr 00:02:44:0C:Cl:1B
BROADCAST MULTICAST MTU:1500 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

Link encap:Ethernet HWaddr 00:02:44:0C:Cl:1B
BROADCAST MULTICAST MTU:1500 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

Link encap:Ethernet HWaddr 00:02:44:0C:C1:1B
BROADCAST MULTICAST MTU:1500 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

Link encap:Ethernet HWaddr 00:02:44:0C:Cl:1B
BROADCAST MULTICAST MTU:1500 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

netmask <subnetmask> up

mI9a@aLl IP Address 994 Interface faeiAN&S ifconfig

# ifconfig

eth0

ethO0.

ethO0.

ethO0.

ethO0.

Link encap:Ethernet HWaddr 00:02:44:0C:Cl:1B
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:14325 errors:0 dropped:0 overruns:0 frame:0
TX packets:8 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:100
RX bytes:1342876 (1.2 Mb) TX bytes:480 (480.0 b)
Interrupt:10 Base address:0xe000

Link encap:Ethernet HWaddr 00:02:44:0C:Cl:1B
inet addr:192.168.1.254
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0

Bcast:192.168.1.255 Mask:

TX packets:0 errors:0 dropped:0 overruns:0 carrier:

collisions:0 txqueuelen:0
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

Link encap:Ethernet HWaddr 00:02:44:0C:Cl:1B
inet addr:192.168.2.254
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0

Bcast:192.168.2.255 Mask:

TX packets:0 errors:0 dropped:0 overruns:0 carrier:

collisions:0 txqueuelen:0
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

Link encap:Ethernet HWaddr 00:02:44:0C:Cl1:1B
inet addr:192.168.3.254
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0

Bcast:192.168.3.255 Mask:

TX packets:0 errors:0 dropped:0 overruns:0 carrier:

collisions:0 txqueuelen:0
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

Link encap:Ethernet HWaddr 00:02:44:0C:Cl:1B
inet addr:192.168.4.254
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0

Bcast:192.168.4.255 Mask:

TX packets:0 errors:0 dropped:0 overruns:0 carrier:

collisions:0 txqueuelen:0
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

AIa@aL Routing Table AM8IANAY netstat -

255.255.255.

255.255.255.

255.255.255.

255.255.255.

H= H= H ==

ifconfig eth0.1 inet 192.168.1.254 netmask 255.255.255.0
ifconfig eth0.2 inet 192.168.2.254 netmask 255.255.255.0
ifconfig eth0.3 inet 192.168.3.254 netmask 255.255.255.0
ifconfig eth0.4 inet 192.168.4.254 netmask 255.255.255.0

109

# netstat -rn
Kernel IP routing table

Destination Gateway Genmask Flags MSS
195.168.1.0 0.0.0.0 255.255.255.0 §) 40
192.168.4.0 0.0.0.0 255.255.255.0 U 40
192.168.3.0 0.0.0.0 255.255.255.0 U 40
192.168.2.0 0.0.0.0 255.255.255.0 ) 40
192.168.1.0 0.0.0.0 255.255.255.0 U 40
127.0.0.0 0.0.0.0 255.0.0.0 U 40

Window irtt

oo oooo

[eNeNoNoNeNa}

Iface
ethl
ethO0.
eth0.
ethO.
ethO0.
lo

N W
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AvualinnAsneTes Server Boot WRNNaIWN VLAN uazinviun IP Address iy IP Security Imel Freeswan uuszuui Jiisinas Linux
Interface ﬁﬁiﬁimmﬁu%uﬂ@ﬁiﬂﬁw File /etc/rc.d/rc.local

o < b 4
qanlszaIAN5ISE
/sbin/ifconfig eth0 inet 0.0.0.0 up LTSN LeEug

/sbin/vconfig add eth0 1 41117005 LN TuARUN N IUKA TERULTT N LN UE MR IPSec 18

/sbin/vconfig add eth0 2 N ) s

/sbin/vconfig add ethO 3 AUNINFAGN Package Freeswan e ldeu IPSec 14

/sbin/vconfig add ethO 4 ) k .
/sbin/ifconfig eth0.1l inet 192.168.1.254 netmask 255.255.255.0 up ANNNTOLBNALMUITRY file TALANEFNAUNNT19IUTBS IPSec NERNUTNTANTINN9WlA
/sbin/ifconfig eth0.2 inet 192.168.2.254 netmask 255.255.255.0 up .

/sbin/ifconfig eth0.3 inet 192.168.3.254 netmask 255.255.255.0 up A1N17045N4 Private Key wazPublic Key Ald4 115U Authentication 114 IPSec ‘&1

/sbin/ifconfig eth0.4 inet 192.168.4.254 netmask 255.255.255.0 up . .
ANNNTONMUAAETNAY HAFILASNAZBLINIININULBINIINT IPSec wLL Network to

Network ‘16
Config Catalyst 2924 XL

wiHlauiun1s Config Catalyst 2924XL #1951 FreeBSD . -
Web Site 219484

http://www.freeswan.org/download.html

http://www.cipsa.org/members/routers.html
#1151 Mandrake Linux Rnga Package libcap Waz freeswan

libpcap0-0.7.1-2mdk.i586.rpm
freeswan-1.98b-1mdk.i586.rpm
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Network Model

IP Security
195.168.3.254/24 (\J/ oo j
.168.3. 170.16.1.252/24
( Public Network

eth0 —~
170.16.1.254/24_5

\

Left

Right

~—_ cthl =}
= sy )
=/ T
Garﬁe?K/ O?i%

hplinux ~

195.168.1.10/24

N9AANS Key mi‘lun’l‘i Authentication

/etc/freeswan/ipsec.secrets
WL RSA Private key @150 Authentication (Nuwa permission 1114 600 )

113

ﬁtﬂ?m Tom (left)
#59 hostkey (Private Key)

[root@tom root]# ipsec newhostkey --output privatekey

BeruFasida move file privatekey 1159 /etc/freeswan/ipsec.secrets

[root@tom root]#mv privatekey /etc/ipsec.secrets

Wi public key 284 Host Hlatneiad File 30 leftpkey

[root@tom root]#ipsec showhostkey --left >leftpkey

[root@tom root]#cat leftpkey

# RSA 2192 bits tom.info.com Thu Jan 2 08:12:16 2003
leftrsasigkey=0sAQNkJIYHGmM6PZS1ClgQgreSwf1K159AD2kW3t/VXkHjQ56M
gRnKDka3630/MQZj910xb60PDyDAD22K305sr+SJjPulaQVIHIKE1j11iXpgP09T
JD9HOUKo5nvPGIISVK/TPnYgl0zjgaQncDVTJRZUE7+x9Y05Qr6/I8tXexwvYPh
74Ah7U0ySkvcCUgKFK+xUL8k57PnSnbBCvrBl11cO0wglplTRPxz9POHQei+Nf2Qcn
kmPJcX/YphsIdMhfhSg4wF22UBspUqeYwVAZXxGv8IJYALFvBtwZpRkLpRkHpnNBG+
DNcbweBJmD4 /KaglLftlrUmGH+r4DPLs3Y8Yi6FkVgOXHRNV751jrVEegy+ridb
Xe0dGJ

LY leftrsasigkey=.... (a1 file leftpkey) aglu file /etc/freeswan/ipsec.conf Tudqu conn
%default

conn %default
keyingtries=0
disablearrivalcheck=no
authby=rsasig
rightrsasigkey=0sAQN+100ZA/j/01LASOSLgwCO0aFsz871qZb (more)
leftrsasigkey=0sAQNkJIyHGm6PZS1ClgQgre5wflK159AD2. .. (more)

LN rightrsasigkey=.... (unann file rightpkey 1841704 Garfield)
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A3 Garfield (right)
a5 hostkey (Private Key)

[root@garfield root]#ipsec newhostkey --output privatekey

BeuFasida move file privatekey 1159 /etc/freeswan/ipsec.secrets

[root@garfield root] #mv privatekey /etc/ipsec.secrets

WAL public key 184 Host El4291484 File Te rightpkey

[root@garfield root]#ipsec showhostkey --right >rightpkey

uamnsdayalu file rightpkey

[root@garfield root]#cat rightpkey

# RSA 2192 bits garfield.info.com Thu Jan 2 07:29:59 2003
rightrsasigkey=0sAQN+100ZA/3j/0O1LASOSLgwC0aFsz87IgzbWdiJGr7fUvVw
m4HSe3xJsv1rPBEkK/PmmjpN91rDFSBDX76NcEaBLF54Xok5yycbN1ngzgbKGQg0
D1cXXPDyTXkeGCNFIJk2Q]5x50BgqdRrhzKAfgndWjExSEJuTdOBEHiQOMgp+ZEx
aAsfDHePvzm5G2W4DoMewZ89c95+5ndConCLedmd/IGZ6SuFpahIDzDmd62dn4 9
GrFbWr9XmZigwIXugEDgI3QrlZQgwO5Z256IzFBNmflrgCbhS/d9QyKiR1AY4azYp
JbRF5rk1XoP10A91ENXmO9Fczt8sM2ST5B+1SJP4Nb1sWDTbXy4eFAC+7BTU4PA
sw+DSIR

LW rightrsasigkey=.... (a1n file rightpkey) aslu file /etc/freeswan/ipsec.conf ludau conn
Y%default

conn %default
keyingtries=0
disablearrivalcheck=no
authby=rsasig
rightrsasigkey=0sAQN+100ZA/j/O1LASOSLgwCOaFsz87IgZb (more)
leftrsasigkey=0sAQNkJIyHGm6PZS1ClgQgre5wf1K159AD2. .. (more)

AU leftrsasigkey=.... (11111370 file leftpkey 2849LA324 Tom)
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AMUUAAIETNAUNITIIIU
file /etc/freeswan/ipsec.conf HLIEALBHANIINIIULEY [PSec

stluuunissie@en IPSec wuy Tunnel

conn <connection name>
left=<left ip>
leftsubnet=<left subnet>
leftnexthop=<left nexthop>
right=<right ip>
rightsubnet=<right subnet>
rightnexthop=<right nexthop>
auto=start

i left fiu right slerfulaanselasiasiniunsn leftnexthop (Default Gateway 1@35nude)
A rightnexthop (Default Gateway 184£49171)

v
o

9% Garfield waz Tom NN file /etc/freeswan/ipsec.conf

conn tom-to-garfield
left=170.16.1.254
leftsubnet=195.168.1.0/24
right=170.16.1.252
rightsubnet=195.168.3.0/24
auto=start

A4 restart ipsec

#service ipsec restart
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N19NAFALNITVNULAY IPSec

*(Lij’ﬂ'&'\i service network restart WaFBIR4 service ipsec restart ﬁ'm)

YlAaa9 Garfield .
R9Iad8L Interface AeA1&d ifconfig 161 Interface 8N 2 Interface (eth0 uaL eth1) uaz
Interface ipsecO

M99@8 L function N9MN91ULR4 ip forward AnA1ES sysctl Faeldnaansidy 1

[root@garfield ]# ifconfig

eth0

ethl

ipse

c0

Link encap:Ethernet HWaddr 00:02:44:0C:Cl:1B

inet addr:170.16.1.254 Bcast:170.16.1.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:726778 errors:4 dropped:198 overruns:0 frame:0

TX packets:9923 errors:9 dropped:0 overruns:0 carrier:18
collisions:300 txqueuelen:100

RX bytes:67792464 (64.6 Mb) TX bytes:7827182 (7.4 Mb)
Interrupt:10 Base address:0xe000

Link encap:Ethernet HWaddr 00:00:E8:1B:7A:BF

inet addr:195.168.1.254 Bcast:195.168.1.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:736063 errors:4 dropped:0 overruns:0 frame:15

TX packets:16864 errors:0 dropped:0 overruns:0 carrier:0
collisions:534 txqueuelen:100

RX bytes:74690003 (71.2 Mb) TX bytes:1284448 (1.2 Mb)
Interrupt:5 Base address:0x320

Link encap:Ethernet HWaddr 00:02:44:0C:Cl:1B

inet addr:170.16.1.254 Mask:255.255.255.0

UP RUNNING NOARP MTU:16260 Metric:1

RX packets:6725 errors:0 dropped:0 overruns:0 frame:0

TX packets:6762 errors:0 dropped:39 overruns:0 carrier:0
collisions:0 txqueuelen:10

RX bytes:440038 (429.7 Kb) TX bytes:7434836 (7.0 Mb)

[root@garfield ]# sysctl net.ipvd.ip forward
net.ipvd.ip forward = 1

gnfAntlu 0 WldAnda sysctl -w net.ipvd.ip_forward=1 uazidnlaludladnlu file
/etc/sysctl.conf

[root@garfield ]# sysctl -w net.ipv4d.ip forward=1

FI2IRABLINNIYINILLEN iptables (firewall) d18lifinnsvineu fmegeu ipsec Faufaauda
AMAUNININUANIINULEY ipsec FINAUAL firewall (WaAMNFLAINTUA)

[root@garfield ]# iptables -L
Chain INPUT (policy ACCEPT)

target prot opt source destination
Chain FORWARD (policy ACCEPT)
target prot opt source destination
Chain OUTPUT (policy ACCEPT)
target prot opt source destination

WAPSANUZNIINUTRIFIUL TN LRI 189 IPSec AINANGS ipsec barf InsiadnsA e
aziflu logging 1eITUABUNIINIIUEN]

M3I9@aL Routing Table 124LATBAEANA4 route 138 netstat -m Taedunieiiazlida
Network nasnuaanazaalilds 170.16.1.252 (1A3as tom)

[root@garfield ]# ipsec barf

LAAINITNN9ULBY IPSec AReiAndd ipsec look

[root@garfield ]# netstat -rn
Kernel IP routing table

Destination Gateway Genmask Flags MSS Window irtt Iface
195.168.1.0 0.0.0.0 255.255.255.0 U 40 0 0 ethl
195.168.3.0 170.16.1.252 255.255.255.0 UG 40 0 0 ipsecO
170.16.1.0 0.0.0.0 255.255.255.0 U 40 0 0 ethO
170.16.1.0 0.0.0.0 255.255.255.0 U 40 0 0 ipsecO
127.0.0.0 0.0.0.0 255.0.0.0 U 40 0 0 lo
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[root@garfield demo]# ipsec look

garfield.info.com Wed Jan 15 11:32:30 ICT 2003

195.168.1.0/24 -> 195.168.3.0/24 => tun0x1008@170.16.1.252
esp0x638£301c@170.16.1.252 (641

ipsecO0->NULL mtu=16260 (0)->0

life(c,s,h)=bytes (106440,0,0)addtime (11974,0,0)usetime (11718,0,0)packets (1124,0
,0) idle=1850

170.16.1.0 0.0.0.0 255.255.255.0 U 40 0 0 ethO
170.16.1.0 0.0.0.0 255.255.255.0 U 40 0 0 ethO
195.168.3.0 170.16.1.252 255.255.255.0 UG 40 0 0 ipsecO
Destination Gateway Genmask Flags MSS Window irtt Iface
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ALA3a49 Tom

[root@tom root]# ifconfig

ethO Link encap:Ethernet HWaddr 00:80:C8:7D:73:5B
inet addr:170.16.1.252 Bcast:170.16.1.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:751252 errors:0 dropped:384 overruns:0 frame:14
TX packets:8903 errors:0 dropped:0 overruns:0 carrier:0
collisions:100 txqueuelen:100
RX bytes:77209600 (73.6 Mb) TX bytes:1133533 (1.0 Mb)
Interrupt:9 Base address:0x280

ethl Link encap:Ethernet HWaddr 00:00:E8:1B:78:D5
inet addr:195.168.3.254 Bcast:195.168.3.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:746541 errors:2 dropped:0 overruns:0 frame:9
TX packets:2337 errors:0 dropped:0 overruns:0 carrier:0
collisions:11 txqueuelen:100
RX bytes:69893706 (66.6 Mb) TX bytes:322583 (315.0 Kb)
Interrupt:5 Base address:0x320

ipsecO Link encap:Ethernet HWaddr 00:80:C8:7D:73:5B
inet addr:170.16.1.252 Mask:255.255.255.0
UP RUNNING NOARP MTU:16260 Metric:1
RX packets:6765 errors:0 dropped:0 overruns:0 frame:0
TX packets:6785 errors:0 dropped:24 overruns:0 carrier:0
collisions:0 txqueuelen:10
RX bytes:6984067 (6.6 Mb) TX bytes:895806 (874.8 Kb)

gfAiu 0 WldAnda sysctl -w net.ipvd.ip_forward=1 uazidnlaudluanlu file
/etc/sysctl.conf

[root@tom root ]# sysctl -w net.ipvd.ip forward=1l

uﬁﬂdﬂﬂﬁuZﬂW?ﬁqﬂquﬂﬂﬂHﬁabbs

[root@tom root]# iptables -L
Chain INPUT (policy ACCEPT)

target prot opt source destination
Chain FORWARD (policy ACCEPT)
target prot opt source destination
Chain OUTPUT (policy ACCEPT)
target prot opt source destination

M3I9@aL Routing Table 124LATBAEANA4 route 138 netstat -m Taedunieiiazlida
Network nnamuaq1azdslilda 170.16.1.254 (a4 garfield)

[root@tom root]# netstat -rn
Kernel IP routing table

WAPSADUZNINNIUIDIAIU TN LA 289 IPSec AMNANES ipsec barf Inguadw
aziflu logging 1849UABUNTTINUAN

[root@tom root]# ipsec barf

s

Destination Gateway Genmask Flags MSS Window irtt Iface
195.168.1.0 170.16.1.254 255.255.255.0 UG 40 0 0
ipsecO

195.168.3.0 0.0.0.0 255.255.255. U 40 0 0 ethl
170.16.1.0 0.0.0.0 255.255.255. ) 40 0 0 ethO
170.16.1.0 0.0.0.0 255.255.255. U 40 0 0 ethO
127.0.0.0 0.0.0.0 255.0.0.0 U 40 0 0 lo

M999@8L function N99N91ULR4 ip forward ANA1ES sysctl Faeldnaansidy 1

[root@tom root]# sysctl net.ipv4.ip forward

net.ipvéd.ip forward = 1
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LARAINIININNULEY IPSec AaaANEY ipsec look

[root@tom root]# ipsec look
tom.info.com Wed Jan 15 11:41:12 ICT 2003
195.168.3.0/24 -> 195.168.1.0/24
espOxad4ef23a3@170.16.1.254 (1124)
ipsec0->NULL mtu=16260 (0)->0
esp0x638£301c@170.16.1.252 ESP_3DES_HMAC MD5: dir=in src=170.16.1.254

=> tun0x1008@170.16.1.254

iv _bits=64bits iv=0x0763f3abb6df2624 ocoowin=64 seq=641 bit=0xffffffffffffffff

alen=128 aklen=128 eklen=192

170.16.1.0 0.0.0.0 255.255.255.0 U 40 0 0 ethO
170.16.1.0 0.0.0.0 255.255.255.0 U 40 0 0 ethO
195.168.1.0 170.16.1.254 255.255.255.0 UG 40 0 0
ipsecO

Destination Gateway Genmask Flags MSS Window irtt Iface
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fA3aq Kitty

A1YUA IP Address 195.168.3.1/24 Default Gateway 195.168.3.254

[root@kitty root]# ifconfig

ethO Link encap:Ethernet HWaddr 00:00:E8:A7:02:96
inet addr:195.168.3.1 Bcast:195.168.3.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:9347668 errors:0 dropped:0 overruns:0 frame:45
TX packets:224747 errors:2 dropped:0 overruns:0 carrier:2
collisions:334 txqueuelen:100
RX bytes:1252156540 (1194.1 Mb) TX bytes:19260334 (18.3 Mb)
Interrupt:10 Base address:0x280

[root@kitty root]# netstat -rn
Kernel IP routing table

Destination Gateway Genmask Flags MSS Window irtt Iface
195.168.3.0 0.0.0.0 255.255.255.0 ) 40 0 0 ethO
127.0.0.0 0.0.0.0 255.0.0.0 §) 40 0 0 lo

0.0.0.0 195.168.3.254 0.0.0.0 UG 40 0 0 ethO

nAaed ping lUE 195.168.1.254 (Interface Anuluaeaairzes garfield)

[root@kitty rootl# ping 195.168.1.254

PING 195.168.1.254 (195.168.1.254) from 195.168.3.1 : 56(84) bytes of data.
64 bytes from 195.168.1.254: icmp_seg=1 ttl=63 time=6.19 ms

64 bytes from 195.168.1.254: icmp seqg=2 ttl=63 time=3.36 ms

64 bytes from 195.168.1.254: icmp seq=3 ttl=63 time=3.40 ms

ping luflawATas hplinux (195.168.1.10)

[root@kitty root]l# ping 195.168.1.10

PING 195.168.1.10 (195.168.1.10) from 195.168.3.1 : 56(84) bytes of data.
64 bytes from 195.168.1.10: icmp_seg=1 ttl=62 time=4.59 ms

64 bytes from 195.168.1.10: icmp seg=2 ttl=62 time=3.78 ms

64 bytes from 195.168.1.10: icmp seqg=3 ttl=62 time=3.80 ms

laig1n30 ping 170.16.1.254 THns1en1snnanuzes tunnel azgadnalues network
195.168.1.0 .
ANLATEY hplinux (195.168.1.10) ping lusairses kitty (195.168.3.1) lonaidulaeaiv
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